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Mouse	pointer	windows	10

The	mouse	cursor	is	one	of	the	pillars	of	modern	user	interface	design.	Even	if	you’ve	transitioned	to	a	tablet	or	touchscreen	device	like	Microsoft’s	great	Surface	Pro	line,	sometimes	you	just	need	that	reliable	old	cursor,	especially	in	an	operating	system	that	still	skews	heavily	toward	the	conventional	desktop	(i.e.,	Windows).	But	that	doesn’t	mean
you	have	to	stick	with	the	default	option.	Users	looking	for	different	cursor	colors	and	sizes,	whether	for	better	visibility	or	simply	based	on	cosmetic	preference,	can	follow	our	simple	guide	on	how	to	change	your	mouse	cursor	in	Windows.	Changing	the	cursor	to	a	variety	of	built-in	Windows	10	“schemes”	—	which	function	as	collections	of	cursors
for	normal	operation,	text	selection,	hyperlinks,	etc.	—	is	fairly	easy,	but	users	can	also	customize	individual	images,	or	install	themed	packs.	Changing	the	default	cursor	Step	1:	Change	mouse	settings	Click	on	the	search	box	located	in	the	taskbar,	then	type	in	“mouse.”	Select	Change	Your	Mouse	Settings	from	the	resulting	list	of	options	to	open	the
primary	mouse	settings	menu.	Then	select	Additional	Mouse	Options.	Step	2:	Browse	the	available	cursor	schemes	In	the	Mouse	Properties	window	that	appears,	select	the	Pointers	tab.	The	first	option	there	is	Scheme,	and	it’s	all	that	most	users	will	need.	Click	the	Scheme	drop-down	menu	and	you’ll	see	roughly	a	dozen	different	cursor	schemes.
These	are	collections	of	static	and	animated	images	that	completely	replace	the	default	“arrow”	cursor	and	its	associated	tools.	Most	of	them	are	boring	but	functional,	and	they	take	on	the	regular	Windows	look.	The	variations	come	in	white	and	black	for	the	best	contrast,	and	in	a	variety	of	sizes	to	suit	different	screen	resolutions	and	those	with
poor	eyesight.	Step	3:	Select	and	apply	a	scheme	You	can	also	click	on	any	of	the	schemes	to	see	a	preview	of	the	applicable	cursors.	You	can	move	back	and	forth	between	them	to	compare	the	color	and	size.	The	Inverted	schemes	are	especially	useful	for	those	who	have	a	hard	time	seeing	the	standard	white	cursor.	When	you’ve	found	one	that	looks
good	to	you,	click	Apply	and	then	OK	to	implement	the	changes.	Then	return	to	the	Mouse	Properties	menu	for	any	additional	changes	in	the	future.	The	Enable	Pointer	Shadow	option	adds	a	cosmetic	shadow	to	the	cursor	—	it’s	interesting,	but	not	all	that	useful.	Customizing	cursors	You	can	also	browse	a	full	list	of	extra	cursors	for	more	choices	if
you	really	want	to	customize	your	options.	Step	1:	Navigate	to	the	Cursors	folder	Navigate	to	the	Mouse	Properties	window	as	we	did	earlier.	Then	select	the	Pointers	tab.	To	select	a	custom	cursor	for	the	highlighted	individual	icon,	click	Browse.	That	will	open	the	default	Cursors	folder,	where	hundreds	of	different	cursor	options	are	available.
Michael	Crider/Digital	Trends	Step	2:	Select	your	cursors	Click	one	that	matches	the	function	(not	the	scheme)	of	the	current	cursor,	then	click	Open	to	apply	it	to	the	current	scheme.	You	can	repeat	this	step	as	many	times	as	it	takes	to	get	the	desired	result	or	click	Use	Default	to	return	to	the	standard	cursor	for	the	scheme	in	question.	(Just	be
aware	that	“default”	may	not	always	mean	the	original	cursor	for	that	scheme,	and	it	may	be	better	to	just	hit	Cancel	instead	if	what	you	want	is	to	return	to	the	original	cursor	for	a	given	scheme.)	Repeat	the	process	with	any	other	individual	cursors	you’d	like	to	change,	then	click	Apply	and	then	OK	to	activate	them.	Changing	cursor	size	and	color
screenshot	If	you	are	more	interested	in	changing	your	cursor	for	accessibility	reasons,	you	can	quickly	adjust	the	size	or	color	without	needing	to	mess	around	with	different	schemes	or	designs.	Step	1:	In	the	Windows	search	box,	search	for	“ease	of	access”	and	select	Ease	of	Access	Mouse	Settings	from	the	resulting	list.	Step	2:	In	the	left-side
menu,	select	Mouse	Pointer.	Step	3:	Under	Change	Pointer	Size,	you	can	adjust	the	bar	to	a	size	that	works	best	for	you.	Under	Change	Pointer	Color,	you	can	select	from	several	basic	color	options	to	make	the	cursor	more	visible:	White,	Black,	Inverted,	or	Custom.	With	Custom,	you	can	choose	from	either	a	set	of	seven	suggested	colors	or	pick	a
custom	color	of	your	own.	Step	4:	You	can	also	adjust	the	appearance	of	your	text	cursor.	Select	Text	Cursor	from	the	left	side	of	the	Ease	of	Access	section	of	the	Settings	app.	Here,	you	can	change	the	color	of	your	text	cursor	and	even	the	thickness	of	it.	Downloading	cursor	packs	Customizing	the	Windows	interface	has	recently	declined	in
popularity.	However,	if	you’re	tech-savvy	or	prefer	more	advanced	features,	many	programs	can	download	supplementary	cursor	schemes	or	customized	cursors	to	the	menu.	These	alternative	options	include	Stardock’s	CursorFX	and	websites	like	the	Open	Cursor	Library,	which	have	specialized	features	for	personalized	cursors.	To	pick	your	cursor
from	one	of	these	programs,	follow	the	same	steps	detailed	above.		If	you	find	a	couple	(or	several,	if	you’re	feeling	fun)	cursors	you	wish	to	install,	you	simply	need	to	copy	and	paste	the	image	files	into	the	corresponding	Cursors	folder.	For	the	Windows	7,	8,	or	10	users,	look	for	the	Cursors	folder	in	the	default	Windows	installation	folder	(C:	>
Windows	>	Cursors).		The	Browse	option	can	transfer	to	any	folder	of	your	choice	on	your	computer.	That	said,	we	think	it’s	best	to	keep	the	majority	of	your	customized	cursor	files	in	the	default	Cursors	folder	or	at	least	in	one	designated	folder.	It	helps	keep	your	information	organized.	Finally,	ransomware	and	other	malware	attacks	are	always	a
potential	threat	to	your	computer.	Be	sure	to	keep	an	eye	out	for	these	attacks	whenever	you	transfer	a	cursor	file	(or	any	other	software,	for	that	matter).	To	try	and	prevent	these	damaging	viruses,	be	sure	to	check	that	a	website	is	trustworthy	before	downloading	anything.	We	recommend	only	using	credible	sites	or	checking	files	with	a	virus
scanner	immediately	after	downloading	them	and	before	opening	them	on	your	computer.	Editors'	Recommendations	Mouse	Pointers	are	always	present	on	your	screen	but	sometimes	they	can	play	hide	and	seek	and	be	difficult	to	find.	It	may	be	hiding	at	the	edges	of	the	screen	or	it’s	hidden	because	Windows	hides	it	while	entering	text	or	playing	a
video.	This	situation	is	more	common	in	high	resolution	displays	and	monitors.	The	inability	to	quickly	locate	the	pointer	can	sometimes	become	annoying	as	you	feel	like	an	idiot	not	able	to	find	a	puny	mouse	pointer.	In	Windows	10	you	can	make	the	mouse	pointer	bigger,	activate	pointer	shadows,	show	pointer	trails	and	use	the	Ctrl	Key	to	reveal	the
pointer	location.	Activate	Find	Mouse	Pointer	with	Ctrl	Key	Windows	makes	it	easier	to	quickly	find	the	mouse	pointer	using	the	Ctrl	Key.	This	feature	is	a	continuation	from	the	previous	versions	of	Windows	and	has	been	retained	in	Windows	10.	You	press	the	Ctrl	Key	on	your	keyboard	and	your	mouse	pointer	would	reveal	its	location	by		showing	a
small	beacon	animation.		To	activate	this	setting	you	have	to	open	the	Mouse	properties	from	the	Control	Panel.	Follow	the	steps	below.	Step	1	Open	the	File	Explorer	and	type	the	following	address	in	the	address	bar	at	the	top	and	hit	Enter	key.	Control	Panel\All	Control	Panel	Items\Mouse	This	would	open	the	Mouse	Properties	window.	Step	2	In
Mouse	Properties	select	the	Pointer	Options	tab.	In	the	pointer	option	tab	tick	the	check	box	with	‘Show	location	of	pointer	when	I	press	the	CTRL	key’.	Activate	Pointer	Trails	You	can	activate	pointer	trails	which	would	make	the	pointer	more	visible	if	you	find	it	difficult	to	discern	the	mouse	movements	on	screen.	The	pointer	trails	would	enable	a
trail	of	arrows	which	would	follow	the	mouse	pointer.	This	makes	it	easier	to	spot	and	find	the	pointer	on	your	screen.		To	activate	the	Pointer	trails	Open	the	Mouse	Properties.	Step	1	Open	the	File	Explorer	and	enter	the	following	path	in	the	address	bar	and	hit	enter.		Control	Panel\All	Control	Panel	Items\Mouse	Alternatively	You	can	Go	to	Start	>
Settings	>	Devices	and	Select	Mouse.	In	the	Mouse	Settings	page	click	on	Additional	Mouse	Options.	Step	2	In	the	Mouse	Properties	window	select	the	Pointer	Options	tab	and	tick	the	check	box	next	to	‘Display	Pointer	trails’.		Change	the	Pointer	Size	and	Color	Windows	10	lets	you	choose	the	color	and	size	of	your	mouse	pointer.		To	open	the
Pointer	Settings,	Go	to	Start		button,	then	select	Settings		>	Ease	of	Access		>	Mouse	Pointer	You	can	set	the	pointer	size	to	a	value	between	1	to	15	with	1	being	the	default	value.		You	can	change	the	pointer	color	to	black	from	the	default	white	or	can	choose	a	custom	color.	You	can	also	choose	an	inverted	color	mouse	pointer,	which	would	make
the	pointer	see	through	with	the	pointer	appearing	in	inverted	colors	of	the	underlying	element.		Change	the	Pointer	Speed	A	fast	moving	pointer	can	be	difficult	to	find	and	control.	You	can	slow	the	pointer	speed	to	make	it	easier	to	control.	To	open	the	Mouse	Pointer	settings;	Open	the	File	Explorer	and	type	the	following	address	in	the	address	bar
at	the	top	and	hit	enter.	Control	Panel\All	Control	Panel	Items\Mouse	Alternatively,	You	can	Go	to	Start	>	Settings	>	Devices	and	Select	Mouse.	In	the	Mouse	Settings	page	click	on	Additional	Mouse	Options.		In	the	Mouse	Properties	Window,	Select	the	Pointer	Option	Tab.	In	Pointer	Options	Tab;	Under	Motion	you	can	change	the	pointer	speed.	Also,
ensure	that	the	pointer	precision	check	box	is	ticked.		Enable	Pointer	Shadow	Windows	10	default	mouse	setting	doesn’t	have	mouse	shadow	enabled.	You	can	enable	it	from	Pointer	properties.	Step	1	Open	the	File	Explorer	and	type	the	following	address	in	the	address	bar	at	the	top	and	hit	enter.	Control	Panel\All	Control	Panel	Items\Mouse	Step	2
In	Mouse	Properties	select	the	Pointers	tab	and	then	tick	the	Enable	Pointer	Shadow	checkbox.		This	would	enable	pointer	shadow	which	would	slightly	improve	its	visibility.	Windows	has	used	the	familiar	white	mouse	cursor	by	default	for	decades.	And	while	there's	nothing	wrong	with	this,	have	you	ever	wished	you	could	change	your	mouse	cursor?
Maybe	you	could	work	more	efficiently	with	something	that's	easier	to	see,	or	perhaps	you	want	to	customize	the	cursor	just	for	something	new.	Thankfully,	it's	pretty	simple	to	set	a	new	mouse	cursor	in	Windows.	Here's	how	to	do	it.	Accessing	the	Mouse	Pointer	Options	in	Windows	Despite	the	new	Settings	app	holding	many	useful	options	in
Windows	10,	the	panel	for	changing	your	mouse	cursor	is	still	found	in	the	older	Control	Panel	interface.	To	access	it	quickly,	open	Settings	>	Devices	and	click	Mouse	on	the	left	sidebar.	From	there,	choose	Additional	mouse	options	on	the	right	under	Related	settings.	This	will	open	a	new	Mouse	Properties	dialog	box	from	the	Control	Panel.	The
Pointers	tab	at	the	top	is	where	you'll	find	the	options	to	change	your	mouse	cursor.	Choose	From	the	Default	Windows	Cursors	To	select	from	one	of	the	built-in	Windows	cursor	sets,	click	the	dropdown	box	under	Scheme.	Windows	10	starts	you	with	Windows	Default	(system	scheme,	but	there	are	a	few	other	options	here:	Windows	Black	is	a	simple
black	cursor,	similar	to	the	default	option	on	a	Mac.	However,	it's	pretty	blocky,	so	it	resembles	a	cursor	you'd	see	on	older	systems,	like	Windows	XP.	Windows	Standard	is	very	similar	to	Windows	Default,	but	it	uses	older	icons	like	Windows	Black.	Windows	Inverted	is	the	most	interesting	option.	While	it	appears	black	in	the	menu,	this	one	actually
changes	colors	depending	on	what	the	cursor	is	on	top	of.	So	if	your	mouse	is	on	a	black	surface,	it	will	turn	white.	Magnified	is	essentially	just	a	larger	cursor.	Each	of	these	options	(except	Magnifier)	comes	in	Large	and	Extra	Large	sizes.	These	are	handy	if	you	just	want	a	larger	cursor	so	you	don't	lose	track	of	it.	How	to	Install	New	Mouse	Cursors
for	Windows	If	you	don't	like	the	limited	built-in	cursor	options,	it's	easy	to	find	lots	of	cursor	icons	online.	Artists	create	sets	of	cursors	and	offer	them	(usually	for	free)	on	sites	like	DeviantArt.	We'll	use	the	Oxygen	Cursors	from	DeviantArt	as	an	example.	This	is	a	great	pack	because	it's	easy	to	install	and	contains	37	color	schemes.	If	you	don't	care
for	it,	check	out	the	Open	Cursor	Library	for	many	more	choices.	After	downloading	a	cursor	pack,	you'll	probably	find	that	it	comes	in	ZIP,	7Z,	RAR,	or	another	compressed	format.	If	it's	a	ZIP	file,	you	can	right-click	and	choose	Extract	all.	Windows	can't	unzip	other	formats	on	its	own,	though,	so	you	can	install	the	free	7-Zip	to	easily	extract	them.
Once	you	extract	the	folder,	open	it	and	you'll	see	several	files	inside.	In	the	case	of	Oxygen	Cursors,	there's	a	separate	folder	for	each	color.	If	your	pack	only	has	one	theme,	you'll	see	its	files	right	inside.	These	should	end	in	either	CUR	or	ANI.	CUR	files	are	static	images	used	for	cursors,	while	ANI	files	are	animated	cursors.	Installing	the	Cursor
Packs	Many	cursor	packs	for	Windows	include	an	installer	file,	which	ends	in	INF.	Oxygen	Cursors	uses	oxy-[color].inf,	but	it	might	be	called	install.inf	or	similar	for	your	pack.	Right-click	on	this	and	choose	Install.	Upon	doing	this,	you'll	see	a	UAC	prompt	asking	for	your	permission	to	proceed.	This	is	because	INF	files	can	modify	protected	files,
which	is	necessary	to	install	cursors	in	this	case.	After	you	approve	the	prompt,	you'll	see	a	brief	dialog	box	as	Windows	installs	it.	Now	you	have	the	cursor	set	installed.	Repeat	these	steps	if	you	downloaded	multiple	packs	and	want	to	install	more.	How	to	Switch	to	Your	New	Cursors	Once	you've	installed	the	new	icons,	you	just	need	to	swap	to
them.	Head	back	to	the	Mouse	Properties	menu	as	discussed	above.	Under	Scheme,	expand	the	dropdown	box	and	you	should	see	your	new	cursor	set(s)	available.	Pick	one	and	you	can	preview	how	individual	icons	look	in	the	list	below.	Click	Apply	to	start	using	your	new	cursors	and	OK	when	you're	done.	If	you	ever	want	to	change	to	a	different	set
or	go	back	to	the	default,	just	repeat	these	steps	and	pick	something	different.	If	Your	Cursor	Pack	Didn't	Include	an	INF	File	The	INF	file	automatically	installs	all	the	icon	files,	which	is	convenient.	However,	some	cursor	packs	don't	include	this.	If	that's	the	case,	you'll	need	to	manually	assign	the	correct	cursor	icon	to	each	action	on	the	Mouse
Properties	menu.	Make	your	way	through	the	Customize	list,	which	contains	the	various	icons	Windows	uses	for	your	cursor	(Busy,	Vertical	Resize,	etc.).	To	change	each	one,	select	it	and	hit	the	Browse	button.	Browse	to	the	location	where	you	extracted	your	cursor	files	earlier	and	select	the	correct	one.	Hopefully,	it's	clear	which	cursor	goes	with
what	action	based	on	their	names.	If	not,	you	may	have	to	experiment	a	bit	to	find	the	correct	ones.	Note	that	the	Location	Select	and	Person	Select	cursor	types	are	new	(and	rare)	in	Windows	10,	and	thus	many	cursor	packs	don't	include	them.	A	"full"	cursor	pack	typically	has	15	icons.	Once	you've	set	all	the	cursors	manually,	select	Save	As	to
create	a	new	cursor	scheme.	Give	it	a	name,	and	you'll	see	it	appear	in	the	Scheme	dropdown	box	from	now	on.	Hit	Apply	and	OK	to	start	using	your	new	cursors.	Personalize	Your	Computer	With	New	Cursors	It's	pretty	straightforward	to	use	fresh	cursor	icons	in	Windows.	Most	of	the	time,	you	can	easily	install	a	whole	pack	using	convenient	INF
files.	If	you're	feeling	particularly	creative,	you	could	even	create	your	own	image	files.	For	your	safety,	keep	in	mind	that	you	should	only	download	cursors	from	trusted	resources.	Well-known	sites	like	those	mentioned	above	should	be	fine,	but	it's	not	a	good	idea	to	download	cursors	from	ads	or	unfamiliar	pages.	If	you	see	an	EXE	or	MSI	file	in	a
cursor	pack,	or	a	site	wants	you	to	install	some	software	to	access	cursors,	you	should	avoid	it.	For	more	Windows	customization,	check	out	how	to	master	the	Windows	10	Start	menu.	Page	2	In	an	effort	to	fight	the	COVID-19	pandemic,	Google	and	Apple	have	started	to	implement	a	contact	tracing	feature	into	their	mobile	operating	systems.	This
means	that	with	the	latest	updates,	nearly	all	iPhone	and	Android	devices	will	have	this	capability.	But	what	is	contact	tracing,	and	how	does	it	affect	your	privacy?	Let's	look	at	the	facts	of	contact	tracing	and	how	you	can	stay	safe	while	using	it.	Contact	(or	exposure)	tracing	is	the	act	of	keeping	track	who	has	a	communicable	disease	and	following
up	with	the	people	they	came	in	contact	with.	By	reaching	out	to	those	people,	the	hope	is	that	health	professionals	can	prevent	further	spread	of	the	disease.	Contact	tracing	isn't	a	new	idea.	Before	the	advent	of	widespread	mobile	technology	like	we	have	today,	contact	tracing	was	an	offline	process.	When	someone	was	diagnosed	with	an	infectious
disease,	they	would	speak	with	a	professional	to	determine	where	they	had	gone	and	who	they'd	seen	recently.	The	tracer	would	then	reach	out	to	those	people	and	recommend	that	they	come	in	for	treatment,	isolate	themselves	for	a	time,	or	take	other	action	as	needed.	As	you'd	expect,	manual	systems	aren't	perfect.	It	takes	a	lot	of	time	to	reach	out
to	people	one-by-one,	and	there's	no	guarantee	that	an	infected	person	will	remember	everyone	them	came	in	contact	with.	This	is	why	digital	contact	tracing	has	entered	the	discussion	during	the	coronavirus	pandemic.	The	contact	tracing	feature	in	Android	and	iOS	uses	the	Bluetooth	LE	(Low	Energy)	protocol	that's	part	of	most	phones.	As	the
name	suggests,	this	function	uses	less	power	than	other	Bluetooth	connections,	with	a	similar	range	(about	30	feet).	For	now,	Apple	and	Google	are	simply	adding	support	for	the	new	Exposure	Notifications	API.	This	is	opt-in;	to	use	it,	you'll	have	to	manually	enable	the	feature	and	install	a	compatible	contact	tracing	app.	Once	you've	done	this,
mobile	contact	tracing	works	by	sending	out	beacons	to	nearby	phones	using	Bluetooth.	This	keeps	track	of	what	phones	you've	come	in	contact	with,	but	uses	a	random	identifier	so	as	not	to	expose	any	of	your	personal	data.	Anyone	who	tests	positive	for	COVID-19	can	report	it	using	the	public	health	app	on	their	phone.	Your	phone	regularly	checks
the	list	of	devices	you've	come	in	contact	with	against	COVID-positive	devices.	So	when	someone	reports	an	infection,	people	who	came	in	contact	with	that	person	will	receive	a	notification	letting	them	know	about	this	and	advising	them	on	what	to	do	next.	Here's	a	hypothetical	scenario	to	illustrate:	Alice	and	Bob	both	go	shopping	at	the	same	store.
They	stay	a	few	feet	apart,	but	end	up	next	to	each	other	in	the	checkout	line.	There's	a	long	line,	so	Alice	and	Bob	are	near	each	other	for	15	minutes	as	they	wait.	Their	phones	exchange	keys	during	this	time.	A	few	days	later,	Bob	feels	sick	and	gets	tested	for	COVID-19.	When	the	test	is	positive,	he	reports	this	using	the	public	health	app	on	his
device.	Because	Alice	and	Bob	exchanged	keys	when	they	were	at	the	store,	Alice	will	soon	get	a	notification	on	her	phone	letting	her	know	that	she	came	in	contact	with	someone	who	has	the	virus.	This	doesn't	tell	her	who	it	was.	The	app	will	give	Alice	advice	on	what	she	should	do	next.	How	to	Enable	Exposure	Notifications	on	Your	Phone	As	of
this	writing,	Apple	has	integrated	the	Exposure	Notifications	API	into	iOS	13.5	and	above.	If	you're	on	an	older	version,	first	update	your	device.	After	that,	head	to	Settings	>	Privacy	and	select	Health.	Here,	tap	COVID-19	Exposure	Logging	and	you	can	enable	the	feature	using	the	slider	at	the	top.	However,	you'll	need	to	have	a	compatible	public
health	app	installed	to	use	it.	At	the	bottom	of	the	settings	page,	you	can	tap	Exposure	Checks	to	see	a	record	of	requests.	Use	Delete	Exposure	Log	to	clear	all	data	related	to	this	feature.	Google	has	rolled	the	feature	out	to	devices	running	Android	6	Marshmallow	and	above	through	an	update	to	Google	Play	Services.	You'll	find	the	setting	available
under	Settings	>	Google;	select	COVID-19	exposure	notifications	and	turn	it	on	(if	you	have	a	compatible	app	installed).	Because	this	feature	is	so	new,	however,	tracing	apps	aren't	widely	available	yet.	NOVID	is	one	app	designed	for	Allegheny	County	in	Pennsylvania.	Take	a	look	at	Wikipedia's	page	on	COVID-19	apps	for	more	options	as	they
become	available.	All	this	talk	of	tracking	users	will	certainly	raise	some	privacy	concerns.	While	everyone	wants	to	fight	the	virus	and	return	to	normal	life,	we	shouldn't	have	to	give	up	our	personal	privacy	in	the	process.	Google	and	Apple	has	discussed	some	points	about	the	privacy	of	this	system.	As	we	mentioned,	it	is	entirely	opt-in,	meaning	that
if	you	don't	install	an	app	and	enable	exposure	notifications,	your	phone	won't	use	this	feature.	If	you	do	decide	to	use	it,	all	the	exposure	matching	happens	on	your	device.	Google	and	Apple's	servers	are	not	involved	in	checking	whether	you	came	in	contact	with	an	infected	user.	The	only	information	downloaded	from	the	server	is	the	list	of	IDs	from
people	who	have	been	confirmed	as	infected.	Your	phone	only	stores	the	keys	of	people	you've	come	across	in	the	past	14	days,	and	nobody	will	see	your	personal	information	if	you	declare	yourself	as	infected.	Only	official	public	health	apps	can	use	this	API.	They	cannot	access	your	phone's	location	using	this	system.	Neither	Apple	nor	Google	can
see	whether	you	have	COVID	or	have	come	in	contact	with	someone	who	has	the	disease.	The	above	setup	is	"phase	one"	of	Apple	and	Google's	rollout.	Later	in	2020,	the	company	plans	to	bake	support	for	this	functionality	directly	into	iOS	and	Android.	This	means	that	you	won't	need	a	separate	app	for	it.	However,	it	will	still	be	optional	at	that	time.
Take	a	look	at	the	Exposure	Notification	FAQ	document	for	more	information.	Bad	actors	often	take	advantage	of	crises,	and	the	coronavirus	pandemic	is	no	exception.	As	contact	tracing	becomes	more	prevalent,	you	should	be	on	the	lookout	for	COIVD-19	phishing	attempts	that	masquerade	as	contact	tracing.	The	setup	we've	described	above	is	the
only	way	that	contact	tracing	will	work	with	smartphones.	This	means	that	if	you	receive	an	email	or	text	message	claiming	that	you've	been	in	contact	with	an	infected	individual,	it's	false.	Legitimate	alerts	will	come	as	a	notification	from	the	approved	app	you've	installed	on	your	phone.	Most	areas	of	the	US	have	abandoned	manual	contact	tracing
due	to	the	widespread	nature	of	the	virus,	so	you	should	be	vigilant	to	guard	against	potential	attacks	on	that	front	as	well.	If	you	receive	a	call	telling	you	that	you	may	have	been	near	an	infected	person,	ask	for	information	about	who's	calling	and	make	sure	it's	a	legitimate	entity	(it	probably	isn't)	before	giving	them	any	info.	Someone	could	pose	as
a	contact	tracer	when	they	really	just	want	to	steal	sensitive	information	from	you.	Digital	contact	tracing	isn't	perfect	--	it	relies	on	users	opting	in	and	self-reporting	themselves	as	infected.	There	may	also	be	false	positives	depending	on	how	close	people	are,	especially	if	the	contact	takes	place	through	a	window	or	similar.	Whether	you	choose	to
opt	into	contact	tracing	or	not,	you	should	know	how	the	system	works	and	what	it	means	for	privacy.	Above	all,	take	care	not	to	fall	for	fake	alerts	that	want	to	steal	from	you.	If	you're	working	from	home	due	to	the	virus,	check	out	our	guide	to	keeping	your	work	and	home	lives	separate.	Page	3	With	much	of	the	world's	workforce	suddenly	working
remotely	in	response	to	the	COVID-19	pandemic,	the	video	chat	app	Zoom	quickly	rose	to	great	popularity.	Chances	are	that	you've	used	it	at	least	once,	but	is	it	safe?	Let's	take	a	look	at	the	privacy	and	security	issues	Zoom	has	had,	how	to	secure	your	chats,	and	some	alternatives	if	you	don't	feel	comfortable	using	it.	What	Is	Zoom?	Zoom	is	a	video
conferencing	tool,	similar	to	Skype,	GoToMeeting,	and	other	services.	While	the	app	has	been	around	since	2011,	it	rose	to	extreme	popularity	in	March	2020	thanks	to	the	coronavirus	situation.	If	you've	used	other	video	chat	apps,	Zoom's	functionality	will	be	familiar.	After	installing	the	software	on	your	computer,	you	enter	a	meeting	ID	to	join	a
room	and	connect	with	others.	Once	you're	connected,	the	software	shows	all	other	participants	and	lets	you	communicate.	Zoom's	ubiquity	means	that	you've	probably	been	asked	to	use	it	at	some	point.	Every	kind	of	company,	from	businesses	to	schools	to	churches	and	many	more,	has	started	using	Zoom	to	stay	in	touch	during	the	pandemic.
However,	Zoom	has	had	several	security	and	privacy	issues	that	might	make	you	want	to	look	elsewhere	when	video	calling.	Zoom's	Privacy	and	Security	Concerns	As	Zoom	rose	to	prominence,	security	researchers	discovered	several	concerning	aspects	of	the	software.	One	of	the	biggest	is	that	Zoom	claims	it	uses	"end-to-end"	encryption,	but	this
isn't	fully	true.	While	the	initial	connection	to	the	Zoom	server	is	encrypted,	the	call	itself	is	not.	This	means	that	all	communication	over	Zoom	is	open	to	interception	from	Zoom	itself.	In	early	April	2020,	Zoom	admitted	that	some	calls	were	being	"mistakenly"	routed	through	China.	This	was	a	side	effect	of	Zoom	attempting	to	balance	the	load	of
increased	use	by	offloading	some	traffic	to	servers	in	different	locations	when	all	of	the	nearby	ones	were	busy.	Of	course,	storing	call	data	on	Chinese	servers	means	that	data	is	subject	to	Chinese	privacy	laws.	Chinese	authorities	could	therefore	make	Zoom	turn	over	the	keys	to	anything	used	on	servers	in	their	country.	Zoom	has	had	several	other
missteps,	including	disclosing	personal	user	data	to	Facebook,	using	an	abusive	workaround	to	install	its	app	on	Mac	systems,	and	leaking	user	email	addresses.	It's	not	a	stretch	to	say	that	Zoom	has	had	some	major	issues	that	might	make	you	question	using	it.	Unfortunately,	you	can't	do	much	about	this	unless	you're	the	one	organizing	Zoom	calls
and	decide	to	stop	using	the	service.	If	you	do	have	to	use	Zoom,	let's	next	look	at	a	few	ways	to	secure	those	calls,	which	is	a	separate	issue.	How	to	Secure	Zoom	Calls	One	of	the	most	notable	issues	with	Zoom	calls	is	the	problem	of	"Zoombombing."	This	occurs	when	an	uninvited	person	joins	a	call	and	disrupts	the	meeting,	which	may	include	them
broadcasting	explicit	material.	Prior	to	April	5,	the	default	settings	in	Zoom	didn't	provide	much	protection	against	these	kinds	of	attacks.	The	company	has	thankfully	updated	them,	but	it's	still	a	good	idea	to	review	these	options	on	your	account.	Every	Zoom	call	has	a	meeting	ID,	which	allows	anyone	to	join	the	meeting.	Many	people	have	shared
screenshots	of	their	Zoom	calls	on	social	media	containing	these	IDs,	which	gives	a	way	for	unwanted	company	to	jump	into	the	call.	As	an	important	step	in	keeping	your	meetings	private,	don't	share	the	ID	with	anyone	unless	they're	an	approved	participant.	Set	a	Meeting	Password	In	case	someone	does	get	ahold	of	your	meeting	ID,	you	can	keep
them	out	by	requiring	a	password	to	join.	Go	to	your	Zoom	profile	on	the	web,	sign	in,	and	click	Settings	on	the	left	sidebar	to	access	this	and	other	settings.	On	the	Meeting	tab,	it's	smart	to	enable	Require	a	password	when	scheduling	new	meetings	and	Require	a	password	for	instant	meetings	if	they	aren't	already.	Don't	Use	Your	Personal	Meeting
ID	for	Meetings	Zoom	assigns	each	user	a	Personal	Meeting	ID	(PMI)	that	you	can	use	to	instantly	start	a	new	meeting.	While	this	is	convenient,	it's	more	secure	to	use	a	random	meeting	ID	each	time.	That	way,	if	an	attacker	learns	the	meeting	ID,	it	won't	let	them	try	to	connect	in	the	future.	In	Zoom's	settings,	on	the	same	page	as	mentioned	above,
disable	Use	Personal	Meeting	ID	when	scheduling	a	meeting	and	Use	Personal	Meeting	ID	(PMI)	when	starting	an	instant	meeting	to	set	a	random	ID	for	these	meetings	instead.	Use	the	Waiting	Room	The	final	important	Zoom	option	is	Waiting	room,	which	is	also	available	on	the	Settings	page.	With	this	enabled,	the	host	must	manually	admit	new
participants	into	the	meeting	before	they	can	join.	With	all	these	options	in	place,	the	chance	of	a	malicious	individual	getting	into	your	call	is	very	low.	They'd	have	to	find	your	meeting	ID	and	enter	the	password	before	you	even	had	to	review	their	entry	into	the	meeting.	Try	a	Zoom	Alternative	While	Zoom	is	easy	to	use	and	has	a	generous	free	plan,
it's	far	from	the	only	option	in	this	sphere.	If	you	can	help	it,	it's	wise	to	avoid	Zoom	and	try	another	video	calling	app	with	better	security.	Thankfully,	you	have	many	options	for	this.	For	personal	calls,	Google	Duo	offers	free	group	calls	on	Android,	iOS,	and	the	web.	Skype	or	Skype	for	Business	have	both	been	around	for	some	time	and	offer	better
encryption	than	Skype.	We	also	like	Jitsi	Meet	as	an	alternative	to	Zoom.	It	offers	incredibly	simple	meetings	in	your	browser,	with	only	a	meeting	ID	required.	The	service	is	fully	encrypted,	open	source,	and	available	free	of	charge.	It	works	for	everything	from	catching	up	with	family	to	business	calls.	Be	Careful	With	Zoom	As	we've	seen,	while
Zoom	is	the	popular	video	chatting	app	of	the	time,	it's	far	from	perfect.	The	company	has	responded	to	a	lot	of	the	security	and	privacy	backlashes,	but	many	of	these	issues	shouldn't	have	been	present	in	the	first	place.	If	someone	asks	you	to	join	a	Zoom	call,	it's	not	the	end	of	the	world.	But	if	you	can	avoid	it,	we	recommend	using	another	service
that	isn't	plagued	with	these	problems.	Using	Zoom	because	you're	working	remotely?	Take	a	look	at	our	full	guide	to	working	from	home.	Page	4	When	you	get	a	new	iPhone,	you	don't	have	to	worry	about	starting	from	scratch.	Apple	makes	it	easy	to	transfer	most	of	the	data	from	your	old	iPhone	onto	a	new	one.	Let's	walk	through	the	process	to
transfer	content	from	your	current	iPhone	to	a	new	one.	We'll	also	look	at	how	this	works	if	you	want	to	transfer	an	Android	device	to	an	iPhone.	For	best	results,	keep	both	devices	charging	while	you	do	this	to	make	sure	neither	one	runs	out	of	power	during	the	process.	Also,	if	you're	already	set	up	your	new	iPhone,	you'll	need	to	reset	it.	Head	to
Settings	>	General	>	Reset	>	Erase	all	Content	&	Settings	to	factory	reset	your	device	so	you	can	transfer	from	another	phone.	How	to	Transfer	Your	iPhone	Data	to	a	New	iPhone	If	you're	replacing	your	iPhone,	you	can	transfer	a	lot	of	your	current	data	to	the	new	device	automatically.	It's	a	little	less	convenient	if	you	have	an	older	device,	but	still
simple.	Step	1:	Turn	on	Your	New	iPhone	To	begin,	turn	on	your	new	iPhone	by	holding	the	Side	button	on	the	right	side	of	the	device	for	a	few	seconds.	You'll	see	the	Apple	logo	appear,	then	a	Hello	screen	in	several	languages.	Swipe	up	from	the	bottom	of	the	screen	to	start.	To	start,	choose	your	language	and	region.	After	that,	you're	ready	to
begin	the	transfer	process.	Step	2:	Transferring	Data	With	Quick	Start	Next,	you'll	see	the	Quick	Start	screen.	If	your	old	iPhone	is	running	iOS	11	or	later,	you	can	use	this	convenient	feature	to	transfer	the	data	from	your	old	device	automatically.	With	iOS	12.4	or	later,	you	can	also	transfer	the	data	directly	instead	of	making	and	restoring	a	backup.
All	iPhone	models	since	the	iPhone	5S	can	run	at	least	iOS	12.4,	so	chances	are	you	can	use	this	unless	you	have	a	very	old	iPhone.	If	your	old	phone	isn't	up-to-date,	go	to	Settings	>	General	>	Software	Update	to	check	for	and	apply	updates.	If	your	old	phone	can't	run	at	least	iOS	11,	tap	Set	Up	Manually	instead.	You'll	have	to	configure	some
options	(like	the	Wi-Fi	network	and	passcode)	by	hand,	but	can	still	restore	a	backup	later	on.	To	use	Quick	Start,	you	must	have	Bluetooth	enabled	on	your	old	phone.	Visit	Settings	>	Bluetooth	to	check	this.	Next,	bring	your	old	phone	near	your	new	one,	and	you	should	see	a	Set	Up	New	iPhone	prompt	on	your	old	iPhone.	Tap	Continue	to	move	on.
Now	you'll	see	an	animation	appear	on	your	new	iPhone.	Use	the	camera	on	your	old	phone	to	scan	the	screen	on	your	new	device.	After	it	reads	the	image,	you'll	then	need	to	enter	the	passcode	for	your	old	iPhone.	This	will	also	become	the	passcode	for	your	new	phone	(which	you	can	change	later	if	you	want).	Step	3:	Face	ID	or	Touch	ID	Next,
you'll	see	a	prompt	to	set	up	Face	ID	on	your	new	iPhone	if	it's	an	iPhone	X	or	later.	If	you're	using	an	older	device	or	an	iPhone	SE,	this	will	be	Touch	ID	instead.	Follow	the	instructions	to	let	your	phone	scan	your	face	or	fingerprint.	Step	4:	Finish	the	Data	Transfer	Afterward,	if	your	old	phone	has	iOS	12.4	or	newer,	you'll	see	a	prompt	to	transfer	all
the	data	from	your	old	phone	to	your	new	one.	Tap	Transfer	from	iPhone	to	start	moving	the	data,	which	will	take	some	time.	If	you	don't	want	to	use	the	automated	transfer	for	some	reason,	select	More	Options.	There,	on	the	Apps	&	Data	screen,	you	can	choose	from	the	following	options:	Restore	from	iCloud	Backup:	Restores	a	cloud	backup	made
on	your	old	phone	to	your	new	phone.	Restore	from	Mac	or	PC:	Select	this	if	you	have	a	backup	of	your	old	iPhone	made	in	iTunes	or	Finder	on	a	Windows	PC	or	Mac.	Transfer	Directly	from	iPhone:	Use	Quick	Start	to	transfer	automatically,	as	described	above.	Move	Data	From	Android:	Use	Apple's	Move	to	iOS	app	to	migrate	from	an	Android	phone
(see	below	for	more	info).	Don't	Transfer	Apps	&	Data:	Continue	setting	up	your	iPhone	from	scratch.	Choose	your	option,	then	follow	the	steps	to	complete	the	process.	For	restoring	a	backup	from	your	desktop,	for	instance,	you'll	need	to	connect	your	new	iPhone	to	your	computer.	Note	that	restoring	from	iCloud	will	take	more	time	than	a	wired
method.	Step	5:	Completing	the	Setup	Once	you	start	the	restore	process,	your	iPhone	will	ask	you	to	configure	the	rest	of	the	setup	options.	This	includes	configuring	Apple	Pay,	Siri,	setting	your	advertising	preferences,	and	similar.	The	transfer	method	you	selected	will	affect	what	you	see	here;	if	you	imported	from	your	old	iPhone,	you	can	copy
many	of	the	options	over.	After	that's	done,	you'll	sign	into	your	new	iPhone.	Keep	the	old	one	nearby	until	you	see	that	the	transfer	has	completed,	and	you're	all	set.	How	to	Transfer	to	an	iPhone	From	Android	Some	of	the	steps	for	switching	from	Android	are	the	same	as	the	above,	so	make	sure	you're	familiar	with	that	process	before	reading	the
Android-specific	tips.	Step	1:	Walk	Through	the	Initial	Setup	When	moving	to	an	iPhone	from	an	Android	phone,	you'll	need	to	tap	Set	Up	Manually	on	the	Quick	Start	screen.	Connect	to	a	Wi-Fi	network	to	begin.	Once	your	new	phone	is	online,	accept	the	Data	&	Privacy	prompt	and	set	up	Face	ID/Touch	ID.	Next,	create	a	passcode.	This	serves	as	a
fallback	option	if	Face	ID	isn't	available,	and	is	also	required	sometimes	for	your	security.	Step	2:	Using	Move	to	iOS	Now,	you'll	see	the	Apps	&	Data	screen	with	several	options	for	moving	your	data.	Select	Move	data	from	Android	since	you	don't	have	an	old	iPhone.	On	your	Android	device,	install	the	Move	to	iOS	app	from	the	Google	Play	Store.
Open	it	and	tap	Continue,	then	accept	the	terms	and	conditions	and	grant	it	permission	to	access	your	data.	Tap	Continue	on	your	iPhone	to	generate	a	code,	then	tap	Next	at	the	top-right	of	the	Android	app	and	enter	the	code.	After	a	moment,	you'll	see	your	iPhone	name---tap	it	to	prepare	the	transfer.	On	your	Android	device,	you'll	need	to	decide
what	to	transfer,	such	as	your	Google	account	data,	messages,	and	Camera	Roll.	Depending	on	how	much	data	you	choose	to	transfer,	this	could	take	some	time.	When	it's	done,	your	Android	phone	will	let	you	know,	and	your	iPhone	will	sort	everything	into	place.	Step	3:	Finish	Setup	Next,	you'll	need	to	sign	into	your	Apple	ID.	If	you've	used	iTunes
or	any	other	Apple	services	before,	you	should	already	have	an	account.	If	not,	you	can	create	a	new	Apple	ID	now.	Moving	on,	you	can	use	Apple's	recommend	Express	Settings	or	choose	to	customize	them.	Customizing	allows	you	to	disable	automatic	updates	(which	we	don't	recommend)	and	location	services	(which	may	break	functionality	in	some
apps).	Next,	you	can	choose	to	set	up	Apple	Pay	or	do	it	later;	the	same	applies	with	Siri.	Continuing	on,	you'll	be	asked	to	enable	Screen	Time,	which	gives	you	a	report	about	how	much	you've	used	your	phone.	Your	phone	will	also	ask	for	permission	to	collect	analytical	data.	You'll	also	see	display	options,	including	whether	you	want	to	use	light	or
dark	mode	and	if	you'd	like	to	zoom	the	display	to	show	more	items.	Finally,	your	iPhone	will	show	you	how	to	navigate	around.	Once	that's	done,	you're	all	ready	to	use	your	new	iPhone.	See	Apple's	page	on	finishing	touches	for	setting	up	an	iPhone	for	a	few	additional	steps	you	might	need	to	take.	Moving	to	a	New	iPhone	Made	Easy	We've	shown
how	making	the	switch	to	a	new	iPhone	is	relatively	painless.	As	long	as	you	have	a	fairly	recent	iPhone,	you	should	be	able	to	move	everything	over	in	a	few	steps.	From	there,	you	can	start	using	your	new	device	where	you	left	off.	See	Apple's	guide	to	selling	or	giving	away	your	old	device	for	what	you	should	do	with	the	old	one.	And	make	sure	you
follow	the	most	important	iPhone	security	tips	to	keep	your	device	protected.	Page	5	Scammers	are	always	coming	up	with	new	ways	to	take	money	from	innocent	people.	And	while	the	tech	support	scams	that	we've	examined	before	are	still	common,	you	should	be	aware	of	a	similar	scheme	that	takes	a	different	path.	These	scams	are	typically
known	as	refund	scams.	Let's	take	a	look	at	how	tech	support	refund	scams	work	so	you	know	how	they	operate,	and	what	you	can	do	to	stay	safe.	What	Is	a	Refund	Scam?	You	may	be	familiar	with	the	idea	of	a	refund	scam	if	you've	sold	goods	online	before.	In	this	setup,	someone	typically	"overpays"	you	for	an	item	and	claims	that	it	was	an	accident.
When	you	send	them	the	extra	money	back	to	correct	the	"error,"	they	cancel	the	original	payment	and	thus	steal	your	money.	Tech	support	refund	scams	follow	a	similar	setup.	Let's	walk	through	how	malicious	individuals	have	set	them	up,	so	you	don't	fall	victim	to	this.	Step	1:	The	Initial	Bait	Like	many	scams,	refund	scams	often	start	over	the
phone	or	by	email.	You	may	receive	a	recorded	phone	call	letting	you	know	that	a	service	you've	purchased	is	going	out	of	business	and	they	want	to	refund	the	money	you	spent	on	it.	Similarly,	you	may	get	an	email	claiming	that	you're	owed	a	refund	because	you	haven't	used	a	service	that	you	bought	in	a	while.	They'll	provide	a	phone	number	for
you	to	contact	so	you	can	get	your	"refund."	Like	other	dangerous	emails,	these	are	trying	to	grab	your	curiosity	so	you	act	quickly.	When	you	think	about	it	for	a	bit,	though,	it's	clear	that	these	are	fake.	Legitimate	companies	do	not	keep	track	of	your	app	usage	and	offer	you	refunds	via	mail	or	robotic	calls.	Also,	sometimes,	these	communications
are	vague	about	the	specific	app	or	service	being	refunded,	which	is	a	red	flag.	Step	2:	The	Scammer	Connects	to	Your	PC	If	you	follow	up	on	the	email	or	call,	you'll	be	connected	with	the	"refund	department,"	supposedly	for	"Microsoft"	or	another	major	company.	Like	in	the	classic	tech	support	scam,	they'll	tell	you	that	they	must	connect	to	your
computer	to	process	the	refund.	To	do	so,	they'll	prompt	you	to	install	remote	control	software	like	TeamViewer,	AnyDesk,	or	similar.	Once	they	connect	to	your	computer,	they'll	ask	you	to	log	into	your	bank.	They	claim	that	they	need	to	do	this	to	process	the	refund.	Again,	this	should	raise	major	concerns.	You	should	never	allow	anyone	to	connect
to	your	PC	remotely	that	you	don't	expect	and	trust.	If	a	company	was	actually	sending	you	a	refund,	they	don't	need	to	connect	to	your	PC	or	be	logged	into	your	bank	to	do	it.	Step	3:	The	Fake	"Refund"	Once	you're	logged	into	your	bank,	the	scammer	will	pull	their	main	trick.	They'll	ask	how	much	your	"refund"	was	supposed	to	be,	then	tell	you	to
take	note	of	the	balance	in	your	checking	account.	Next,	they'll	use	a	feature	of	the	remote	control	software	to	black	out	your	screen	so	they	can't	see	what	they're	doing.	The	scammer	tells	you	that	the	black	screen	is	for	a	"secure	connection,"	which	is	nonsense.	While	you	can't	see,	they	promise	that	they're	"sending	your	refund,"	but	they're
deceiving	you	instead.	If	your	bank	has	a	second	account	(such	as	savings),	what	they	actually	do	during	this	time	is	simply	transfer	money	from	one	account	to	another.	The	heart	of	the	scam,	however,	is	that	they	"send"	more	money	than	your	refund	was	supposed	to	be.	For	example,	if	the	refund	amount	was	$500,	they	might	"transfer"	$5,500
instead.	To	obfuscate	the	fact	that	they	just	transferred	money	between	your	accounts,	the	scammers	edit	the	text	of	your	bank's	website	to	make	it	look	like	you	received	money	from	the	"refund	department"	instead	of	a	transfer	between	accounts.	This	is	a	simple	operation	that	you	can	do	in	any	browser.	Right-click	on	some	text	and	choose	Inspect,
and	you'll	open	up	a	developer	menu.	By	clicking	the	text	in	the	HTML	view,	it's	trivial	to	change	that	on	the	page	to	whatever	you	want	it	to.	However,	this	isn't	actually	changing	the	balance	in	your	bank	account.	As	soon	as	you	refresh	the	page,	the	changes	reset.	If	your	bank	only	has	one	account,	they'll	use	the	same	trick	to	"change"	the	balance.
Step	4:	The	"Overpayment"	Demand	Once	the	scammer	has	done	their	work,	they'll	remove	the	blackout	from	your	screen	so	you	can	see	it	again.	The	person	on	the	phone	will	then	ask	you	to	verify	that	you	received	the	"refund."	At	this	point,	they	expect	you	to	let	them	know	that	they	sent	you	too	much	money---this	is	why	they	made	sure	you
checked	your	balance	before	starting.	They'll	act	surprised	and	"realize"	that	they	made	a	"mistake"	and	sent	you	too	much.	The	scammer	worriedly	tells	you	that	they	might	lose	their	job	if	you	don't	send	them	back	the	extra	money.	If	you	continue	and	ask	them	how	you	can	repay	them,	they'll	tell	you	to	visit	a	grocery	store	or	supermarket	and	buy
thousands	of	dollars	in	Google	Play,	iTunes,	or	similar	gift	cards.	Payment	by	gift	cards	is	one	of	the	telltale	signs	of	a	scam	call.	Scammers	want	you	to	buy	gift	cards	and	read	the	claim	codes	over	the	phone	so	they	can	redeem	the	funds	and	likely	use	them	to	make	money	through	their	own	bogus	apps.	Compared	to	bank	transfers	or	credit	card
payments,	gift	cards	are	virtually	impossible	to	trace.	Remember	that	legitimate	businesses	will	never	ask	you	to	pay	them	in	gift	cards.	Anyone	who	does	this	is	trying	to	steal	from	you.	If	you'd	like	to	see	a	real	refund	scam	in	action,	we	recommend	watching	the	below	video:	Staying	Safe	From	Refund	Scams	If	you	refuse	to	buy	the	gift	cards,	the
scammer	will	likely	get	angry	and	may	threaten	you.	They'll	tell	you	that	you've	stolen	their	money	and	they	plan	to	sue	you	over	this,	which	is	ridiculous.	However,	the	scammers	could	take	other	malicious	action	with	your	computer	while	they	have	control	of	it.	They	may	try	to	put	a	password	on	your	account	if	you	don't	have	one	already,	which	is
why	you	should	keep	your	account	password-protected.	Sometimes	they'll	start	deleting	your	files.	Another	common	scare	tactic	is	to	use	the	same	HTML	editing	trick	to	make	it	look	like	your	bank	balance	is	zero.	If	you	get	one	of	these	calls,	just	hang	up.	Never	let	them	connect	to	your	PC.	And	make	sure	your	loved	ones	know	about	these	attempts
so	they	don't	get	tricked	by	these	crooks.	Now	that	you	know	about	these	scams,	make	sure	you	don't	fall	victim	to	SMS	phishing,	either.	Page	6	Updated	on	September	12,	2020	When	Windows	10	launched	in	2015,	Microsoft	included	a	new	browser	called	Microsoft	Edge	with	it.	And	while	it	was	better	than	the	outdated	Internet	Explorer,	Edge
failed	to	garner	much	hype.	Now,	in	2020,	Microsoft	has	revamped	Microsoft	Edge	into	an	all-new	browser	that	has	the	same	core	as	Google's	Chrome.	Let's	take	a	look	at	how	the	new	Edge	compares	to	the	old	one	and	why	Microsoft	made	this	change.	Microsoft	Edge	2.0	Like	Internet	Explorer,	the	original	version	of	Microsoft	Edge	was	built	on
proprietary	technologies.	Every	browser	has	an	engine,	which	takes	the	website's	HTML	and	displays	it	to	you	in	a	usable	interface.	Microsoft's	closed-source	EdgeHTML	engine	powered	the	original	Edge	browser.	However,	the	new	Microsoft	Edge	uses	the	open	source	Blink	engine	and	is	based	on	Chromium,	an	open	source	browser	project	from
Google.	Chromium	forms	the	base	of	Google	Chrome,	but	since	it's	free	for	anyone	to	use	and	modify,	it's	also	the	foundation	of	many	other	browsers.	Opera,	Vivaldi,	and	Brave	are	all	examples	of	Chromium-based	browsers.	Aside	from	having	an	interface	familiar	to	anyone	who's	used	Google	Chrome,	this	brings	Microsoft	Edge	some	advantages	over
its	old	setup.	We'll	look	at	these	shortly.	How	Do	I	Get	the	New	Microsoft	Edge?	Microsoft	released	the	first	public	versions	of	the	revised	Edge	in	January	of	2020.	It's	now	available	for	anyone	to	try	at	the	Microsoft	Edge	download	page.	Surprisingly,	while	the	only	desktop	platform	that	the	original	Edge	worked	with	was	Windows	10,	Microsoft	has
made	the	new	Edge	more	widely	available.	You	can	download	Edge	on	Windows	7	through	Windows	10,	as	well	as	macOS,	iOS,	and	Android.	Microsoft	also	plans	to	bring	the	browser	to	Linux	before	long.	If	you're	running	Windows	10,	you'll	likely	receive	the	new	Edge	through	Windows	Update	if	you	don't	install	it	manually.	It	will	either	come	as	a
standalone	patch	or	in	Windows	10	version	2004	(the	May	2020	Update).	Once	you	do,	you	can't	access	the	old	version	of	Edge	without	going	through	some	technical	steps.	Microsoft	is	now	calling	the	old	version	"Microsoft	Edge	Legacy"	and	will	not	actively	develop	it.	Legacy	Edge	will	continue	to	receive	security	patches	on	supported	versions	of
Windows	10,	but	will	be	deprecated	after	that.	Not	sure	which	version	of	Edge	you	have	installed?	Unlike	the	old	blue	e	logo	(below	left),	the	new	version's	icon	is	a	green	and	blue	wave	(below	right).	Exploring	the	New	Microsoft	Edge	Upon	opening	the	new	Microsoft	Edge,	you'll	find	an	interface	that's	a	lot	like	Chrome.	The	address	bar,	tabs,
bookmarks	bar,	and	three-dot	Menu	button	look	almost	identical	to	how	they	are	in	Chrome,	so	there's	not	much	to	learn	if	you're	already	familiar	with	that	browser.	Of	course,	Edge	changes	a	few	features	to	remove	Google's	presence.	For	instance,	syncing	uses	your	Microsoft	account	instead	of	a	Google	account.	The	default	search	engine	is	set	to
Bing,	as	you'd	expect.	Otherwise,	you'll	find	a	similar	Settings	menu,	list	of	keyboard	shortcuts,	and	most	other	items.	The	two	most	notable	features	of	Chromium	Edge	are	its	tracking	protection	options	and	extensions.	To	access	the	privacy	options,	click	the	three-dot	Menu	and	choose	Settings,	then	Privacy	and	services	on	the	left	sidebar.	Here	you
can	choose	from	three	levels	of	tracking	prevention:	Basic,	Balanced,	and	Strict.	The	default	is	Balanced;	upping	this	to	Strict	can	help	protect	your	privacy	online,	but	may	break	some	websites.	Edge	Extensions	Visit	the	Edge	extensions	page	to	find	and	install	extensions	made	for	the	new	Edge	browser.	One	of	the	pain	points	of	old	Edge	was	its	lack
of	extensions,	which	is	thankfully	no	longer	an	issue	since	Edge	2.0	can	run	Chrome	extensions.	To	use	them,	click	Extensions	from	Edge's	menu	and	you'll	see	an	Allow	extensions	from	other	stores	toggle	at	the	bottom-left.	Enable	this,	then	you	can	install	extensions	from	the	Chrome	Web	Store	as	you	would	in	Chrome.	Keep	in	mind	that	not	all
Chrome	extensions	will	work	in	Edge.	Most	should,	but	not	every	one	is	officially	tested.	Advantages	of	Chromium-Based	Edge	You	might	wonder	why	Microsoft	decided	to	launch	a	Chromium-based	version	of	Edge	when	there	are	many	other	browsers	like	it.	The	company	has	stated	that	it	did	this	to	make	life	easier	for	both	web	developers	and
users.	Because	Edge	no	longer	uses	a	proprietary	rendering	engine,	all	major	browsers	now	use	open	source	rendering	engines.	This	is	great	news,	as	it	makes	those	tools	more	accessible	for	developers,	who	can	improve	them.	Additionally,	Edge	will	now	receive	regular	updates,	like	Chrome	does.	In	the	past,	Edge	only	received	major	updates	with
Windows	10	feature	updates	a	few	times	per	year.	More	frequent	updates	means	additional	features	and	security	fixes	arrive	faster.	The	Pros	and	Cons	of	Edge	and	Chrome	Now	that	you	know	what	the	new	Edge	offers,	how	does	it	compare	to	Google	Chrome,	which	is	the	standard	for	so	many	users?	In	terms	of	performance,	Chrome	and	Edge	are
essentially	identical.	Neither	one	has	a	noticeable	speed	advantage	over	the	other,	so	that	shouldn't	affect	which	browser	you	use.	The	biggest	advantage	Edge	has	over	Google	Chrome	is	its	resource	usage.	For	all	of	Chrome's	strengths,	it's	also	infamous	for	being	a	resource	hog.	The	browser	gobbles	up	RAM	and	uses	a	lot	of	the	CPU,	which	can
harm	system	performance,	cause	the	fans	to	work	harder,	and	heavily	drain	the	battery	on	a	laptop.	Some	tests	have	found	Edge	to	use	only	half	of	Chrome's	resources	in	identical	situations.	This	will	come	down	to	individual	usage,	but	if	you	prioritize	long	battery	life	or	have	a	less	powerful	system,	Edge	won't	have	such	a	drastic	impact	on
performance.	Otherwise,	Chrome's	library	of	extensions	is	far	superior	to	Edge's,	but	since	Edge	can	use	Chrome	extensions,	that's	not	a	big	deal.	The	revised	Edge	also	makes	it	easier	to	tweak	privacy	settings,	which	clearly	appear	on	the	menu	we	mentioned	earlier.	Overall,	Edge	is	worth	using	simply	for	the	lighter	resource	consumption.	It	might
not	work	with	every	extension,	but	for	most	people,	it's	a	worthy	competitor	to	Chrome.	This	is	especially	the	case	if	you're	not	thrilled	with	the	data	Google	collects.	The	New	Edge	for	Business	Use	Above,	we've	mainly	talked	about	what	the	new	Edge	offers	from	a	user	perspective.	But	these	changes	also	have	some	positive	implications	for	business
use.	First,	as	mentioned,	Edge	has	users	sign	in	with	a	Microsoft	account.	For	any	business	that	use	Microsoft	365,	this	is	an	improvement.	Instead	of	employees	using	their	personal	Gmail	accounts	to	sync	Chrome	on	their	work	computers,	they	can	instead	use	only	work	Microsoft	accounts	to	sync	their	browser	on	work	machines.	You	can	also	access
recently	used	Microsoft	365	files	on	your	new	tab	page,	which	is	convenient	for	any	employee	who	uses	those	services	often.	In	addition,	Microsoft	Edge	has	an	Internet	Explorer	mode	that	allows	the	browser	to	render	pages	as	if	it	was	IE11.	Since	Microsoft	plans	to	stop	supporting	IE11	for	Microsoft	365	features	in	August	2021,	this	will	come	in
handy	for	any	companies	that	need	IE	access	for	internal	websites	or	similar.	And	Microsoft	Edge	for	Business	integrates	with	Group	Policy	in	Active	Directory,	allowing	you	to	control	aspects	of	the	browser	you	don't	want	employees	to	change.	Due	to	all	the	above,	if	your	business	uses	Microsoft	365,	Microsoft	Edge	makes	the	most	sense	to	use	as	a
default	browser.	Those	who	use	G	Suite	for	business	can	probably	stick	with	Chrome,	since	employees	have	a	company	Google	account.	Since	both	browsers	are	so	similar	now,	employees	get	a	solid	browser	either	way.	Microsoft	Edge:	Reborn	and	Better	Than	Ever	Overall,	the	new	version	of	Edge	means	the	default	browser	in	Windows	10	is	much
better,	resulting	in	a	smoother	out-of-the-box	experience.	If	you're	unhappy	with	Chrome	and	want	to	see	Microsoft's	take	on	it,	the	new	version	of	Edge	is	worth	a	look.	But	if	the	new	Edge	doesn't	excite	you,	check	out	other	alternatives	to	Chrome	that	are	worth	trying.	Page	7	Having	trouble	with	your	sound	input	in	Windows	is	extremely
frustrating,	especially	if	you	frequently	join	video	calls.	Thankfully,	computer	microphone	problems	usually	come	down	to	a	few	common	causes.	Let's	look	at	how	to	figure	out	what's	wrong	with	your	microphone	in	Windows	10	and	get	it	working	again.	Like	all	troubleshooting,	it's	a	good	idea	to	restart	your	PC	first	to	rule	out	any	temporary	issues.
Start	With	Sound	Settings	in	Windows	First,	you	should	head	to	Settings	>	System	>	Sound	to	make	sure	Windows	is	picking	up	your	mic	properly.	On	this	page,	scroll	down	to	Input	and	make	sure	you	have	the	right	device	chosen	under	Choose	your	input	device.	You	might	see	multiple	options	if	you	have	more	than	one	microphone	connected,	such
as	a	headset	mic	and	a	microphone	in	your	webcam.	If	you	don't	see	your	microphone,	click	the	Manage	sound	devices	link,	scroll	to	the	bottom	of	that	page,	and	see	if	it's	in	the	Disabled	section.	If	so,	click	it	and	choose	Enable	to	make	it	usable	again.	With	your	mic	selected,	you	should	see	a	Test	your	microphone	field	below	it.	If	you	don't	see	this,
click	the	Device	properties	and	test	microphone	link.	Speak	into	your	microphone,	and	the	bar	should	move	with	the	sound	level.	If	you	don't	get	any	movement,	select	Troubleshoot	and	Windows	will	run	a	scan	to	hopefully	fix	the	problem.	In	case	this	doesn't	work,	continue	on	for	more	tips.	While	in	this	panel,	you	should	also	open	the	App	volume
and	device	preferences	section	at	the	bottom.	Here,	you	can	select	a	different	input	and	output	device	for	each	app	that's	running.	Double-check	this	to	be	sure	you	haven't	set	one	app	to	use	the	wrong	microphone.	Check	Your	Audio	Hardware	If	Windows	doesn't	show	your	microphone	in	the	above	menus	or	you	can't	get	any	sound	from	it,	you
should	next	make	sure	all	the	physical	components	are	working	properly.	Double-check	that	the	cable	going	from	your	microphone	to	your	PC	is	inserted	firmly.	Unplug	the	cable	and	plug	it	back	in	to	make	sure	it	isn't	loose.	Also	confirm	that	your	cable	is	free	of	damage,	and	isn't	fraying	or	cracked	anywhere.	Analog	microphones	should	be	plugged
into	the	pink	port	in	the	group	of	audio	inputs	on	the	back	of	your	PC.	If	you're	using	a	USB	microphone	or	headset,	try	using	a	different	USB	port.	Another	common	mistake	is	leaving	the	physical	mute	switch	on	your	device	enabled.	Look	for	a	slider	on	the	cord	of	headsets	or	a	button	on	a	dedicated	microphone	to	make	sure	you	don't	have	the	input
muted	there.	Most	microphones	shouldn't	require	special	drivers	to	work	properly,	but	it's	still	worth	heading	to	Settings	>	Update	&	Security	>	Windows	Update	to	check	for	driver	updates.	If	that	doesn't	find	any,	you	can	also	check	the	manufacturer's	website	for	the	latest	drivers.	Review	Microphone	Privacy	Settings	In	the	Privacy	panel	of	the
Settings	app,	you	can	prevent	apps	from	accessing	your	microphone.	This	could	be	the	root	cause	of	your	issue.	Head	to	Settings	>	Privacy	>	Microphone	to	review	these	options.	First,	make	sure	Microphone	access	for	this	device	is	on	shows	at	the	top.	If	it	doesn't,	click	Change	to	grant	permission.	Next,	you'll	see	the	Allow	apps	to	access	your
microphone	section.	There's	a	master	toggle	at	the	top,	followed	by	a	list	of	apps	that	you	can	allow	or	deny	access	for.	These	are	all	Microsoft	Store	apps,	not	traditional	desktop	programs,	so	you	should	check	them	if	you	use	apps	from	the	Store.	Finally,	you'll	see	Allow	desktop	apps	to	access	your	microphone.	There's	only	one	toggle	here,	followed
by	a	list	of	desktop	apps	that	have	recently	accessed	your	microphone.	Make	sure	the	toggle	isn't	turned	off,	then	take	a	look	to	see	if	the	app	you're	trying	to	use	is	listed	as	recently	having	access.	This	lets	you	know	if	the	app	is	actually	detecting	your	mic	or	not.	Check	Control	Panel	Sound	Options	Continuing	on,	you	should	next	look	in	the	Control
Panel,	which	has	a	few	additional	sound	options	compared	to	Settings.	You'll	find	a	quick	link	to	Sound	Control	Panel	on	the	right	side	of	Settings	>	System	>	Sound.	Otherwise,	you	can	access	it	by	typing	control	panel	into	the	Start	menu.	If	the	View	by	option	in	the	top-right	says	Categories,	change	it	to	Small	icons.	Select	Sound	and	switch	to	the
Recording	tab.	Once	you're	here,	right-click	anywhere	inside	and	make	sure	both	Show	Disabled	Devices	and	Show	Disconnected	Devices	are	checked.	This	allows	you	to	see	every	mic	input,	even	if	you	disabled	it	in	the	past	or	it's	not	currently	connected.	Go	through	the	list	and	make	sure	your	mic	isn't	disabled.	Right-click	and	choose	Enable	if	it	is.
It's	also	a	good	idea	to	choose	Set	as	Default	Device	for	the	input	you	want	to	use	most	of	the	time.	That	way,	apps	know	to	use	it	first.	Double-click	on	a	mic	to	show	additional	options	for	it.	On	the	Levels	tab,	you	can	adjust	the	Microphone	input	volume,	as	well	as	Microphone	Boost	with	certain	devices.	On	the	Advanced	tab,	you	should	disable	both
options	in	the	Exclusive	Mode	section.	These	let	one	program	take	full	control	over	your	mic,	which	can	cause	problems	if	that	app	is	running	when	you	want	to	use	the	mic	with	something	else.	Record	a	Sample	to	Test	The	above	steps	should	fix	any	problems	with	Windows	not	detecting	your	microphone	or	muting	input.	If	you	have	an	issue	with
your	headset	cutting	out	or	sounding	unclear,	you	can	troubleshoot	further	by	making	a	short	recording.	To	do	this,	open	the	Voice	Recorder	app	by	searching	for	it	on	the	Start	menu.	Record	30	seconds	to	a	minute	of	you	speaking,	then	play	it	back	and	see	how	it	sounds.	If	everything	is	clear	with	the	recording,	then	your	problem	likely	lies	with	a
particular	app.	But	if	the	recording	cuts	out	or	otherwise	sounds	wrong,	your	problem	probably	lies	with	hardware.	Try	testing	your	microphone	on	another	computer	to	see	if	it	has	the	same	issues.	Adjust	Audio	Settings	in	Your	App	The	final	step	of	microphone	troubleshooting	lies	in	checking	the	audio	settings	for	whatever	app	you're	using.	This	is
particularly	important	if	you're	only	having	an	issue	in	one	program.	For	example,	in	Zoom,	click	the	Gear	icon	at	the	top-right	to	open	its	Settings,	then	switch	to	the	Audio	tab	on	the	left.	Here	you	can	make	sure	Zoom	is	using	the	right	microphone	input	and	click	Test	Mic	to	record	a	short	clip	to	confirm	it	hears	you.	Adjust	the	input	volume	if	it's
too	quiet	or	loud.	This	will	differ	slightly	for	each	app,	but	most	have	a	similar	list	of	settings.	Remember	that	video	call	apps	usually	let	you	mute	yourself	using	a	shortcut	key	or	on-screen	button,	which	you	might	hit	by	mistake.	Speaking	of	Zoom,	we've	covered	important	Zoom	security	tips	you	should	know.	Can	You	Hear	Me	Now?	Now	you	know
what	steps	to	take	when	your	microphone	isn't	working	in	Windows	10	or	a	particular	app.	Whether	it's	an	issue	with	the	hardware	or	a	setting	you	weren't	aware	of,	hopefully	your	microphone	is	now	detected	and	sounds	great.	If	you're	still	having	a	problem,	there's	a	chance	that	your	microphone	is	no	longer	working	properly,	especially	if	the	same
issues	occur	on	another	computer.	For	more	Windows	tips,	check	out	useful	functions	you'll	find	in	the	Windows	10	Settings	menu.	Page	8	Slow	network	speeds	are	frustrating,	especially	when	you're	working	from	home.	Thankfully,	there	are	some	steps	you	can	take	to	improve	slow	or	unreliable	Wi-Fi	performance	on	your	computer	and	other
devices.	Let's	take	a	look	at	how	to	improve	the	Wi-Fi	experience	on	your	home	network.	1.	Reboot	Your	Router	Your	wireless	router	is	a	computing	device	just	like	everything	else,	which	means	it	can	run	into	glitches	and	bugs.	If	you	haven't	rebooted	your	router	in	months,	doing	so	could	help	clear	up	any	temporary	issues.	Some	routers	have	a
physical	power	switch	that	you	can	use	to	turn	it	off	and	on.	If	you	don't	have	one,	just	pull	the	router's	power	plug.	Wait	30	seconds	to	a	minute	before	plugging	it	back	in	or	powering	back	on.	Where	your	router	is	placed	in	your	home	affects	other	devices	connecting	to	it.	For	example,	if	you	live	in	an	an	L-shaped	building	and	have	the	router	at	one
end,	you'll	likely	suffer	from	poor	connections	when	working	on	the	other	side.	For	best	results,	you	should	place	your	router	as	close	to	the	center	of	your	home	as	possible.	That	way,	no	matter	where	a	wireless	device	is,	it	will	be	an	acceptable	distance	away	from	the	router.	This	applies	to	vertical	positioning,	too---you	shouldn't	have	the	router	in
the	attic	or	basement.	Image	credit:	Antonio	Nicolás	Pina/Flickr	3.	Avoid	Router	Signal	Interference	In	addition,	you	should	take	interference	into	consideration.	Thick	materials	like	metal	and	concrete	will	severely	limit	your	router's	wireless	range,	so	try	to	keep	it	clear	of	those.	It's	better	to	have	your	router	high	up	in	the	room,	as	having	it	on	the
floor	or	a	low	desk	makes	it	more	susceptible	to	interference	from	objects	on	the	ground	or	even	people	passing	by.	Aside	from	physical	surfaces	blocking	wireless	signals,	other	devices	can	also	interfere	with	your	Wi-Fi	performance.	Most	modern	routers	support	two	bands:	2.4GHz	and	5GHz.	The	2.4GHz	band	is	further-reaching,	but	it's	also	more
susceptible	to	interference.	This	is	because	many	other	household	devices,	such	as	microwaves,	Bluetooth	devices,	baby	monitors,	and	even	some	flashing	lights	operate	close	to	the	2.4GHz	band.	Try	to	keep	all	such	devices	away	from	your	router	as	much	as	possible.	If	your	router	supports	5GHz,	use	that	on	supported	devices.	5GHz	signals	don't
travel	as	far	as	2.4GHz,	but	they're	more	stable.	If	you're	in	a	crowded	area,	such	as	an	apartment	complex,	you	may	also	run	into	channel	interference.	Checking	for	and	using	the	optimal	channel	for	your	environment	is	an	advanced	troubleshooting	step	that	you	should	consider	after	trying	all	the	advice	here.	4.	Limit	Bandwidth	Usage	Your	home
network	can	only	handle	so	much	activity	at	once,	which	depends	on	the	speeds	your	ISP	provides.	Think	of	bandwidth	like	a	pipe	that	brings	water	into	your	home:	if	you're	filling	up	a	bathtub,	using	the	hose,	and	running	the	washer	at	the	same	time,	the	water	pressure	won't	be	great	for	any	of	them.	It's	the	same	way	with	network	bandwidth.
Downloading	large	files	on	one	device	while	streaming	4K	video	on	another	and	uploading	a	lot	of	data	on	a	third	will	slow	everything	down.	While	you're	working	on	an	important	network-heavy	task,	you	should	limit	use	on	other	devices.	To	help	with	this,	most	routers	have	tools	that	let	you	prioritize	certain	devices	(which	we'll	discuss	in	a	bit).	5.
Extend	Your	Network	Range	If	you	use	a	device	far	away	from	the	router	and	can't	get	it	closer,	a	Wi-Fi	range	extender	should	help.	These	are	devices	that	you	plug	into	a	wall	away	from	your	router,	which	pick	up	the	wireless	signal	and	then	boost	it	for	further	devices.	It's	worth	a	try	if	range	is	your	main	problem.	Have	a	look	at	the	TP-Link	AC750
for	an	option	that	won't	break	the	bank.	6.	Take	Advantage	of	Router	Options	While	the	exact	choices	available	will	depend	on	your	wireless	router,	most	routers	have	a	set	of	options	that	let	you	manage	your	network.	You	can	take	advantage	of	these	by	logging	into	your	wireless	router.	To	do	this,	open	a	Command	Prompt	on	Windows	by	typing	that
into	the	Start	menu	to	search	for	it.	Then	enter	the	command	ipconfig,	followed	by	Enter.	Next	to	your	current	connection,	you'll	see	an	entry	for	Default	Gateway;	this	will	often	be	something	like	192.168.0.1	or	10.0.0.1.	Open	your	web	browser	and	enter	that	address	to	show	your	router's	management	page,	which	you	must	log	into	with	a	separate
password	than	your	Wi-Fi	network.	If	you've	never	logged	into	this,	the	default	username	and	password	may	be	written	on	a	sticker	attached	to	the	router.	This	is	usually	something	generic	like	admin/admin	or	admin/password.	If	those	don't	work,	you	can	use	a	site	like	Routerpasswords.com	to	find	the	default	for	your	model.	Once	you're	logged	in,
have	a	look	around	for	the	following	options.	Again,	their	locations	will	differ	based	on	your	model:	Smart	Connect:	This	setting	has	your	router	automatically	assign	devices	to	the	2.4GHz	or	5GHz	band	depending	on	what's	best	for	them.	Handy	if	you	don't	want	to	worry	about	choosing	manually.	Guest	Network:	It's	a	good	idea	to	set	up	a	guest
network	to	separate	visitors	and	your	own	devices.	That	way,	you	can	disable	the	guest	network	when	you	don't	want	to	send	any	bandwidth	to	it.	QoS:	Quality	of	Service	lets	you	choose	specific	devices	that	receive	network	priority.	When	bandwidth	becomes	limited,	your	router	will	give	the	most	resources	to	the	devices	you've	set	as	priority.
Firmware	Update:	It's	smart	to	make	sure	you	have	the	latest	firmware	version	installed	for	your	router.	This	can	help	resolve	performance	issues.	Reboot:	Some	routers	let	you	schedule	reboots.	As	discussed,	rebooting	regularly	can	help	clear	up	temporary	hiccups.	7.	Upgrade	Your	Router	If	your	router	is	close	to	a	decade	old,	or	you're	using	a	low-
quality	model,	the	hardware	itself	could	be	the	cause	of	your	problem.	Older	routers	don't	support	some	of	the	features	mentioned	above,	nor	do	they	work	with	the	latest	Wi-Fi	standards	for	stability	and	speed.	The	same	applies	to	very	cheap	routers.	These	are	more	susceptible	to	random	freezes	and	performance	issues	due	to	low	quality.	If	you've
walked	through	everything	above	and	still	have	persistent	issues,	a	new	router	may	work	wonders	for	your	situation.	Many	ISPs	provide	you	with	a	modem/router	combo	when	you	sign	up	for	service.	If	you	use	one,	you	should	contact	your	ISP	to	see	if	there's	a	newer	model	that	you	can	swap	to.	If	you	use	your	own	modem	and	router,	you're	free	to
upgrade	to	any	replacement	router	you'd	like.	8.	Use	Ethernet	if	Possible	Finally,	we	must	mention	that	using	an	Ethernet	connection	resolves	pretty	much	every	common	issue	with	Wi-Fi.	Wired	connections	are	more	stable	than	wireless	ones,	and	generally	offer	better	speeds	to	boot.	It's	certainly	not	possible	for	everyone	to	do	do	this,	especially	if
you'd	have	to	run	an	Ethernet	cable	across	a	large	distance.	But	if	it's	feasible	for	your	situation,	it	will	result	in	a	huge	improvement.	Improving	Wi-Fi	Performance	We've	looked	at	several	actionable	steps	that	will	improve	your	Wi-Fi	speed	and	performance.	While	Wi-Fi	is	certainly	convenient,	problems	can	make	it	more	of	a	hassle	than	you
expected.	Whether	you	need	to	move	your	router,	change	some	settings,	or	upgrade	it,	these	tips	should	help.	For	more	on	networking,	find	out	what	an	IP	address	is.	We've	also	written	a	full	guide	to	working	from	home	if	you	need	some	new	gear	or	advice.	Page	9	If	you	have	an	iPhone,	you've	likely	noticed	that	some	outgoing	text	messages	appear
as	blue	bubbles,	while	others	are	green.	In	case	you've	wondered	what	the	difference	is	between	these,	we're	here	to	explain.	Let's	look	at	what	the	colored	bubbles	mean	in	your	iPhone's	Messages	app,	along	with	the	differences	between	the	services	they	represent.	Green	and	Blue	Bubbles	Your	iPhone's	Messages	app	actually	combines	two
different	types	of	messages	into	one:	iMessage	and	SMS.	iMessage	is	Apple's	proprietary	messaging	system,	which	appear	as	blue	bubbles.	If	you	send	a	message	over	SMS,	the	bubble	appears	green.	The	primary	difference	between	these	is	that	iMessage	goes	over	the	internet,	while	SMS	uses	your	cell	carrier's	network.	SMS	(short	message
service)	has	been	around	for	decades	and	is	the	same	service	that's	powered	text	messages	on	cell	phones	since	before	smartphones	arrived.	Let's	dive	deeper	into	the	differences	between	these	two,	then	look	at	how	to	change	options	around	them.	iMessage	vs.	SMS	Now	that	you	know	what	the	bubble	colors	mean,	what	advantages	does	iMessage
offer	over	SMS?	Using	iMessage	Apple's	iMessage	is	available	on	iPhone,	iPad,	iPod	touch,	and	Mac	devices.	You	can	access	your	messages	on	any	of	those	as	long	as	you're	signed	in	with	the	same	Apple	ID.	With	an	iPhone,	Apple	ties	your	phone	number	to	iMessage,	allowing	you	to	seamlessly	use	it	in	the	Messages	app.	As	long	as	you	have	a	Wi-Fi
or	mobile	data	connection,	your	phone	checks	to	see	if	the	other	person	also	has	iMessage.	If	they	do,	your	message	uses	that	service	instead	of	SMS.	iMessage	features	end-to-end	encryption,	which	means	that	only	you	and	the	intended	recipient	can	open	the	message.	Because	it's	an	internet-based	service,	iMessage	also	includes	modern	features
like	read	receipts	to	let	you	know	if	the	other	person	saw	your	message,	as	well	as	a	"typing"	indicator	to	show	when	they're	working	on	a	message.	Apple	includes	all	sorts	of	fun	extra	features	in	iMessage.	For	instance,	you	can	use	send	messages	with	effects,	such	as	bubbles	or	a	spotlight.	Reactions	allow	you	to	send	a	thumbs-up	or	heart	without
typing	out	a	new	message.	And	iMessage	app	integrations	let	you	easily	share	GIFs,	photos,	music,	and	more.	Using	SMS	SMS	is	a	lowest-common-denominator	service,	as	virtually	every	cell	phone	in	existence	works	with	it.	As	an	iPhone	owner,	you'll	send	SMS	(green	bubbles)	when	you	message	someone	with	an	Android	device	or	a	basic	phone.
Because	of	its	age,	SMS	has	some	limitations	compared	to	iMessage.	Messages	can	only	be	160	characters,	meaning	that	longer	messages	will	split	up	into	multiple	parts.	This	can	be	an	issue	for	people	with	pay-as-you-go	phones	that	have	limited	texting.	The	other	major	limitation	of	SMS	is	that	it	uses	the	also-old	MMS	(Multimedia	Messages
Service)	standard	to	send	pictures	and	other	media.	This	has	a	low	size	limit,	meaning	that	if	you	send	a	high-quality	image	or	video	to	someone	without	an	iPhone,	it	will	look	terrible	on	their	end.	To	get	around	this	limitation,	see	the	section	below	on	alternative	messaging	apps.	Additionally,	SMS	features	no	encryption,	so	you	shouldn't	consider	text
messages	as	secure	in	any	way.	You	also	don't	get	read	receipts	or	typing	indicators	with	SMS	conversations.	In	Messages,	you	can	still	long-press	on	a	message	to	react	to	it	like	you	would	an	iMessage.	However,	doing	so	will	send	another	SMS	to	the	other	person	saying	"John	liked	'[Original	message]'".	Change	Messages	Options	Since	you	probably
use	both	iMessage	and	SMS	depending	on	who	you're	talking	to,	it's	worth	checking	your	settings	for	the	app	to	make	sure	everything	works	as	you	expect.	Head	to	Settings	>	Messages	on	your	iPhone	to	take	a	look.	If	you	have	the	iMessage	slider	turned	off,	all	messages	will	go	through	SMS.	Use	the	Send	&	Receive	section	to	choose	which	email
addresses	and	phone	numbers	you	use	with	iMessage,	as	well	as	your	default	address	for	new	conversations.	Disable	Send	Read	Receipts	if	you'd	rather	not	let	people	know	when	you've	seen	their	messages.	And	if	you	turn	on	Send	as	SMS,	your	phone	will	use	SMS	when	iMessage	isn't	available	(such	as	when	you	have	a	poor	network	connection).
There	are	a	few	other	options	here---make	sure	to	enable	MMS	Messaging	if	you	plan	to	send	photos	and	other	media	content	through	text	message.	Turning	on	Character	Count	lets	you	see	how	many	characters	you	have	left	before	a	new	SMS	message	starts.	iMessage	on	Other	Devices	If	you	have	a	Mac,	you	can	use	the	Messages	app	to	send
iMessages	to	anyone	with	an	Apple	device.	As	long	as	you're	signed	in	with	the	same	Apple	ID,	all	your	messages	should	be	available	and	synced	with	your	Mac.	If	you'd	like	to	also	send	SMS	texts	from	your	Mac,	go	to	Settings	>	Messages	on	your	iPhone	and	select	Text	Message	Forwarding.	Here,	select	other	Apple	devices	(such	as	your	Mac	or
iPad)	that	you	want	to	send	SMS	messages	from.	Any	device	you	enable	here	can	send	texts	as	long	as	your	iPhone	is	connected	to	the	internet.	iMessage	works	the	same	way	on	iPad	and	iPod	touch.	By	default,	since	you	don't	have	a	phone	number	tied	to	those	devices,	you	can	only	use	iMessage	to	chat	with	people	who	also	have	Apple	devices.
However,	by	using	the	same	setting	as	above,	you	can	send	SMS	texts	from	your	other	devices	as	well.	Other	Messaging	Apps	In	many	countries	around	the	world,	SMS	has	fallen	out	of	favor	due	to	the	widespread	popularity	of	messaging	services	like	WhatsApp	and	Telegram.	However,	SMS	has	remained	popular	in	the	US,	despite	its	age	and
limitations.	iMessage	thankfully	solves	many	of	the	issues	with	SMS,	and	it's	seamless	for	iPhone	users.	However,	you	may	wish	to	try	another	messaging	service	to	enjoy	benefits	like	read	receipts,	encrypted	messages,	and	no	size	limitations	when	talking	with	people	who	don't	own	an	Apple	device.	Though	it's	owned	by	Facebook,	WhatsApp	is	a
good	choice	due	to	its	ubiquitous	nature	around	the	world	and	end-to-end	encryption.	Telegram	is	another	popular	messaging	app	that's	not	end-to-end	encrypted	by	default,	but	is	easy	to	use	on	multiple	devices.	For	maximum	security,	take	a	look	at	Signal.	All	three	of	these	apps	let	you	message	on	both	your	phone	and	computer,	allowing	you	to
chat	faster	while	using	your	PC's	keyboard.	It's	worth	bringing	them	up	with	your	friends	so	everyone	can	enjoy	the	benefits	of	a	modern	messenger.	iMessage	Mastered	on	Your	iPhone	Now	you	understand	what	iMessage	is,	what	the	colored	bubbles	on	your	iPhone	mean,	and	the	limitations	of	SMS.	iOS	makes	messaging	easy,	so	enjoy	it!	Speaking
of	texting,	find	out	what	to	do	about	text	message	spam	if	you	receive	a	lot	of	it.	Page	10	While	it's	dangerous	to	actively	browse	your	phone	while	driving,	our	smartphones	have	several	functions	that	are	quite	useful	in	the	car.	In	particular,	map	navigation	and	music	let	you	find	your	way	around	anywhere	and	listen	to	your	own	tunes	instead	of



relying	on	the	radio.	Did	you	know	that	both	iPhone	and	Android	have	their	own	car	modes?	Let's	take	a	look	at	how	they	work	and	how	you	can	start	using	them.	Apple	CarPlay	Basics	CarPlay	is	Apple's	protocol	that	lets	you	connect	your	iPhone	to	a	compatible	head	unit	in	your	car.	It	provides	a	simple	interface	that	lets	you	interact	with	certain
apps	on	your	device,	through	voice	interaction	or	the	touchscreen	in	your	car.	To	use	it,	you	simply	plug	a	Lightning	cable	from	your	iPhone	to	your	car's	USB	port.	You'll	then	see	a	CarPlay	icon	appear	on	your	infotainment	unit.	Launch	it	and	accept	the	prompt	to	connect	on	your	iPhone,	and	you're	all	set.	With	iOS	13	and	later,	the	default	CarPlay
screen	is	a	dashboard	that	provides	an	Apple	Maps	overview	of	your	current	location,	plus	controls	for	the	current	media	and	buttons	to	find	gas	stations	or	restaurants.	Swipe	from	right	to	left	and	you	can	access	the	apps	on	your	phone	that	work	with	CarPlay	(see	below	for	more	info).	On	the	left	side,	you'll	see	quick	shortcuts	to	jump	back	to	your
three	most	recently	used	apps,	as	well	as	info	about	your	current	mobile	connection.	Tap	the	Home	button	in	the	bottom-left	to	return	to	the	dashboard	or	app	list.	While	touch	inputs	work	for	CarPlay,	every	app	also	supports	voice	commands	via	Siri.	You	can	issue	commands	like	Navigate	to	Rite	Aid	or	Play	music	by	Michael	Jackson	to	avoid	flipping
through	menus	on	the	road.	Tap	the	microphone	icon	that	appears	on	most	screens,	or	use	the	voice	button	on	your	car's	steering	wheel,	to	summon	Siri.	CarPlay	Requirements	To	use	CarPlay,	you	need	an	iPhone	5	or	later.	However,	you'll	also	need	to	have	a	compatible	car	to	use	the	feature.	Take	a	look	at	Apple's	CarPlay	compatibility	page	to	see	if
your	vehicle	supports	it.	In	general,	cars	from	2016	and	prior	don't	work	with	CarPlay.	Vehicle	manufacturers	have	started	adding	support	to	non-luxury	cars	in	the	past	few	years,	but	it	may	only	be	included	with	higher	trims.	If	you're	in	the	market	for	a	new	car,	make	sure	to	check	that	your	specific	model	has	CarPlay	support.	If	your	car	doesn't
have	CarPlay,	you	can	add	it	to	your	current	vehicle	with	an	aftermarket	head	unit.	Take	a	look	at	Crutchfield's	CarPlay-compatible	stereos	for	some	options,	but	keep	in	mind	that	replacing	the	unit	is	often	a	tricky	job.	The	units	also	aren't	cheap.	CarPlay	Apps	As	mentioned	earlier,	CarPlay	works	with	a	small	set	of	iOS	apps.	In	general,	you'll	find
most	CarPlay	apps	fall	into	navigation,	audio,	or	messaging	categories.	Music	apps	like	Spotify	and	Apple	Music,	as	well	as	podcasts,	audiobooks,	and	audio	news	apps,	work	with	CarPlay.	As	of	iOS	12,	you	can	use	third-party	navigation	apps	(such	as	Google	Maps)	if	you	don't	like	Apple	Maps.	And	messengers	like	WhatsApp	allow	you	to	hear	your
latest	messages	and	send	responses	by	voice.	Chances	are	that	the	apps	already	on	your	phone	will	get	you	started	with	CarPlay.	Check	out	Apple's	CarPlay	page	for	more	compatible	apps.	Using	Android	Auto	Android	Auto	is	similar	to	Apple	CarPlay;	it's	a	function	of	Android	that	lets	you	use	your	phone	in	your	car.	The	major	difference	is	that
Android	Auto	is	usable	on	your	phone's	display,	even	if	your	car	doesn't	support	it.	If	your	phone	has	Android	10	or	above,	Android	Auto	is	built-in.	For	older	devices,	download	the	Android	Auto	app	to	get	started.	Connect	your	phone	to	your	car's	USB	port	if	you	have	a	stereo	unit	that	works	with	Android	Auto.	Otherwise,	just	open	the	Android	Auto
app	and	you	can	start	using	it	on	your	phone's	screen.	Android	Auto's	controls	are	straightforward.	On	a	car	screen,	you	can	select	an	app	from	the	home	screen	to	launch	it	and	tap	the	Home	button	in	the	bottom-left	to	return	there.	When	you	have	music	or	navigation	playing	in	the	background,	you'll	see	a	little	shortcut	bar	appear	at	the	bottom.
Like	CarPlay,	voice	control	through	Google	Assistant	is	baked	into	Android	Auto.	Use	the	microphone	icons	throughout	or	the	voice	command	button	on	your	steering	wheel	to	issue	requests	by	voice.	When	using	Android	Auto	on	your	phone's	display,	you'll	see	a	Home	button	at	the	bottom.	This	home	screen	is	like	your	Google	Discover	feed	and	has
information	from	various	apps,	such	as	the	weather	and	your	calendar	events.	You'll	also	see	icons	for	Navigation,	Phone,	and	Audio.	Tap	one	of	those	icons	to	open	your	default	app	for	that	purpose.	If	you	want	to	change	the	app	in	that	category	(for	example,	switching	from	Spotify	to	Google	Podcasts)	tap	it	again	and	pick	a	new	app	from	the	list.
Android	Auto	Compatibility	Android	Auto	works	on	any	phone	running	Android	5.0	or	newer,	though	Google	recommends	at	least	Android	6.0	for	best	performance.	If	you	want	to	use	it	on	your	car	display,	check	Android	Auto's	vehicle	compatibility	to	see	if	yours	will	work	with	it.	If	you	don't	have	a	compatible	display,	you	can	also	buy	an	aftermarket
stereo	unit	that	supports	Android	Auto.	Again,	we	recommend	Crutchfield's	Android	Auto-compatible	units	if	you're	interested.	Considerations	With	Android	Auto	on	Your	Phone	Display	If	you	use	Android	Auto	on	your	phone's	screen,	there	are	three	convenience	issues	to	consider:	You	need	a	place	to	put	your	phone,	so	you	don't	endanger	yourself	by
looking	at	it	in	your	lap.	You	need	a	way	to	hear	the	audio	through	your	car	speakers	so	you	can	enjoy	music	and	hear	directions.	You	need	a	charger	so	your	phone	doesn't	run	out	of	battery.	To	solve	the	first	issue,	purchase	a	car	mount	from	Amazon	or	similar.	You'll	find	many	options,	including	ones	that	stick	to	your	windshield,	clip	onto	your	vent
blades,	and	even	insert	into	your	car's	CD	player.	Miracase's	universal	vehicle	cell	phone	mount	cradle	is	a	solid	and	inexpensive	option,	though	you	should	look	around	to	see	what	fits	your	specific	needs.	For	the	second	issue,	if	your	car	has	an	AUX	port,	you	can	use	a	standard	audio	cable	to	connect	your	phone	to	your	stereo.	However,	most	modern
phones	no	longer	have	headphone	jacks,	so	you'd	have	to	use	an	adapter.	Unless	your	car	has	built-in	Bluetooth,	the	best	general	option	is	an	FM	transmitter.	This	plugs	into	the	power	port	in	your	car	and	connects	to	your	phone	via	Bluetooth,	then	broadcasts	the	audio	to	an	FM	station.	The	audio	quality	isn't	amazing,	but	it's	a	cost-effective	solution.
Try	Nulaxy's	Bluetooth	car	FM	transmitter	for	a	well-reviewed	option.	Finally,	to	charge	your	phone	in	the	car,	you	can	buy	a	car	charger	that	plugs	into	the	cigarette	lighter/power	port	in	your	vehicle.	Conveniently,	the	above	FM	transmitter	has	a	USB	port	right	on	the	unit,	so	you	don't	need	a	separate	device.	Otherwise,	something	like	Anker's	mini
car	charger	works	well.	Apps	for	Android	Auto	Android	Auto	has	more	apps	available	than	Apple	CarPlay,	but	they	fall	into	the	same	general	categories	of	navigation,	music,	and	messaging.	Have	a	look	at	the	Android	Auto	page	on	Google	Play	to	see	what's	available.	Any	compatible	apps	you	have	installed	will	show	up	on	your	device	when	you	use
Android	Auto.	Some	apps,	like	WhatsApp,	won't	show	up	in	the	app	list	on	your	phone	screen,	but	let	you	see	notifications	and	respond	via	voice	once	installed.	Try	CarPlay	or	Android	Auto	on	Your	Next	Drive	CarPlay	and	Android	Auto	aren't	essential	features,	but	they're	great	for	anyone	who	uses	navigation	or	media	apps	on	their	phone	in	the	car.
Their	slimmed-down	interfaces	with	full	voice	control	make	it	easier	to	interact	with	content	while	driving	without	distractions.	If	you	have	Android,	you	can	enjoy	Android	Auto	without	any	special	hardware	in	your	car.	CarPlay	has	a	higher	barrier	to	entry,	but	it	will	hopefully	become	available	on	more	cars	in	the	future.	For	more	tips,	why	not	learn
how	to	get	more	battery	life	from	your	smartphone?	Page	11	You've	probably	noticed	that	your	browser	marks	websites	as	Secure,	Not	Secure,	or	even	warns	you	about	imminent	danger	when	you	visit	one.	Have	you	ever	wondered	how	it	knows	about	the	safety	of	websites	like	this?	Let's	look	at	website	security	certificates	and	how	your	browser
determines	this	information.	Understanding	HTTP	and	HTPS	We	looked	at	the	differences	between	HTTP	and	HTTPS	when	we	explained	why	Google	Chrome	was	starting	to	mark	websites	as	Not	Secure.	In	summary,	HTTP	is	an	essential	protocol	that	allows	your	browser	to	request	and	load	information	from	the	internet.	But	because	HTTP	doesn't
offer	any	security	on	its	own,	many	sites	use	HTTPS,	which	encrypts	the	connection	and	provides	identification	information	for	the	owner	of	the	site	through	a	certificate.	With	HTTPS,	it's	less	likely	that	outsiders	can	snoop	on	the	traffic	between	your	computer	and	the	website	you're	visiting.	Website	Security	Certificates	To	maintain	trust	between
users	and	websites,	website	owners	can	obtain	a	security	certificate	to	show	that	their	site	is	properly	secured.	Typically,	they	do	this	by	paying	a	certificate	authority,	like	GoDaddy	or	Norton,	and	following	some	instructions	from	the	authority	to	prove	their	website	is	authentic.	Once	this	is	done,	their	site	has	an	approved	certificate	that	it	shows	to
visiting	browsers.	Meanwhile,	your	browser	(whether	Chrome,	Firefox,	or	something	else)	keeps	a	list	of	trusted	certificate	authorities.	When	you	visit	a	website	using	HTTPS,	your	browser	checks	the	site's	certificate	against	its	own	list.	If	the	certificate	is	valid	and	comes	from	an	authentic	provider,	your	browser	tells	you	the	site	is	secure.	When
Certificates	Don't	Check	Out	While	this	check	often	works	out	fine,	there	are	times	where	your	browser	doesn't	like	what	it	sees.	Let's	look	at	some	of	the	reasons	this	can	happen.	Not	Secure	When	Using	HTTP	As	mentioned	above,	Chrome	(and	many	other	browsers)	now	show	Not	Secure	when	you	connect	to	a	site	via	HTTP.	While	HTTP	sites	aren't
necessarily	dangerous,	you	should	be	careful	about	what	you	enter	on	them.	The	information	you	enter	in	the	website	is	not	encrypted,	meaning	anyone	who	intercepted	it	could	read	it.	Your	Connection	Is	Not	Private	When	something	is	wrong	with	a	supposedly	secure	website's	integrity,	your	browser	will	throw	up	a	warning	page	that	says	Your
connection	is	not	private	or	similar.	This	is	a	more	serious	warning	than	the	above,	so	you	should	pause	when	you	see	it.	Your	browser	will	give	you	some	information	about	why	it's	showing	this	warning.	Some	common	reasons	include:	ERR_CERT_DATE_INVALID:	This	often	appears	when	the	certificate	is	out	of	date.	Because	certificates	expire	after
a	set	time,	websites	must	renew	them	regularly.	ERR_CERT_AUTHORITY_INVALID:	This	usually	happens	with	a	self-signed	certificate,	meaning	the	website	issued	its	own	certificate	instead	of	paying	a	trusted	authority	for	one.	ERR_CERT_REVOKED:	You'll	see	this	when	a	site	used	to	have	a	certificate,	but	it	was	removed	by	the	issuing	authority.
This	often	happens	when	the	site	engages	in	foul	play.	There	are	other	security	certificate	errors,	but	these	are	some	of	the	most	common.	Have	a	look	at	badssl.com	for	example	pages	that	illustrate	these	and	other	scenarios.	If	you	see	one	of	these	errors,	you	can	click	the	Advanced	button	to	show	a	Proceed	to	[site]	(unsafe)	link	that	will	let	you	visit
it	anyway.	Exercise	caution	when	you	do	this;	if	the	site's	certificate	is	invalid,	it's	likely	that	the	site	was	compromised	and	is	no	longer	safe.	Dangerous	Websites	If	you	see	a	big	red	screen	warning	that	you're	about	to	visit	a	deceptive	site,	your	browser	has	identified	your	destination	as	not	only	insecure,	but	actively	dangerous.	This	often	means
you're	about	to	visit	a	site	that	hosts	malware	or	wants	to	phish	your	information.	You	can	click	Details	to	open	a	link	that	lets	you	proceed	to	the	page,	but	for	your	safety,	you	shouldn't	do	this.	Fixing	Constant	"Your	Connection	Is	Not	Private"	Errors	If	you	see	the	"Your	Connection	Is	Not	Private"	error	on	every	website,	something	is	wrong.
Sometimes,	this	can	happen	because	your	computer's	clock	is	wrong.	On	Windows	10,	head	to	Settings	>	Time	&	Language	and	check	the	boxes	to	Set	time	automatically	and	Set	time	zone	automatically	so	you	don't	have	to	worry	about	it.	Another	common	reason	you'll	see	this	message	on	every	site	is	because	you're	on	a	public	Wi-Fi	network.
Often,	free	public	Wi-Fi	requires	you	to	visit	a	login	page	and	agree	to	its	terms	before	you	use	it.	Because	the	network	can't	show	this	page	when	you	try	to	visit	an	HTTPS	website,	you'll	see	a	security	error	instead.	To	fix	this,	visit	an	HTTP	site,	like	example.com.	You	should	see	the	Wi-Fi	network's	login	prompt;	after	accepting	it,	you'll	be	able	to
browse	normally.	Security	Certificates	Keep	You	Safer	Now	you	know	about	website	security	certificates	and	what	the	various	messages	around	them	mean.	However,	it's	important	to	keep	in	mind	that	just	because	a	site	is	marked	as	secure	doesn't	mean	it's	safe.	For	example,	a	fake	website	designed	to	steal	your	info	could	use	an	HTTPS
connection.	If	your	browser	doesn't	catch	it	as	a	dangerous	page,	it	might	fool	you	into	thinking	it's	the	real	deal.	This	is	why	you	should	always	double-check	that	you're	on	the	right	website	before	entering	sensitive	information.	For	more	like	this,	read	our	explanation	of	what	happens	when	you	visit	a	website.	Page	12	If	you	struggle	with	keeping
track	of	tasks	and	getting	work	done	consistently,	a	new	productivity	technique	might	be	just	what	you	need	to	get	back	on	track.	One	popular	option	is	Kanban,	which	is	supported	by	many	to-do	list	apps.	Let's	take	a	brief	overview	of	the	Kanban	technique,	such	as	its	principles	and	how	you	can	start	applying	it	now.	What	Is	Kanban?	Kanban	is	a
project	management	technique	that	focuses	on	moving	tasks	through	a	series	of	steps	in	order	to	identify	bottlenecks.	It	has	its	roots	in	Japanese	manufacturing,	as	it	was	put	in	place	at	Toyota	during	the	1940s.	While	it's	applicable	to	lean	management	and	manufacturing,	it	also	works	for	both	personal	and	team	task	management	in	other	industries
too.	A	basic	Kanban	board	has	you	moving	sticky	notes,	digital	cards,	or	similar	from	left	to	right	through	a	number	of	steps.	In	addition,	you	must	define	a	number	of	items	that	each	step	can	handle	at	once.	To	illustrate	this,	we'll	use	the	popular	collaboration	app	Trello,	but	there	are	many	apps	that	support	Kanban	if	you	prefer	something	else.
Setting	Up	Kanban	in	Trello	After	signing	up	for	Trello	and	creating	a	new	board,	you'll	notice	that	you	can	create	Lists.	Each	of	these	lists	holds	groups	of	cards	and	acts	as	one	stage	in	the	Kanban	process.	For	example,	on	a	board	for	recording	podcasts,	you	might	have	the	following	stages:	Ideas	>	Write	Notes	>	Record	>	Edit	>	Publish.	For	each
of	these	stages,	you	must	define	a	maximum	amount	of	items	that	can	be	present	in	it	at	once.	This	prevents	you	from	becoming	overwhelmed	with	episodes	to	edit	while	you	have	nothing	new	to	record,	for	example.	Put	this	number	inside	parentheses	in	the	list's	title.	The	initial	number	you	pick	for	this	might	not	work	out,	which	is	OK.	Make	an
estimate	based	on	past	work	and	you	can	adjust	as	needed	down	the	road.	Labeling	and	Moving	Cards	Now,	as	you	come	up	with	episode	topics,	click	Add	a	card	on	the	Ideas	list	to	make	a	new	card	for	it.	This	lets	you	keep	track	of	that	task	throughout	the	process.	Once	you	give	a	card	a	title,	click	it	to	access	more	fields.	You	can	set	a	Description
with	notes,	links,	and	other	relevant	info.	Use	the	Comment	box	to	leave	updates	for	other	people	(or	yourself).	Trello's	Labels	feature	comes	in	handy	for	another	key	aspect	of	Kanban:	marking	items	as	In	Progress	or	Completed.	Use	these	colors	to	indicate	whether	an	item	is	ready	to	move	on	from	its	current	list	or	not.	Combined	with	the	item
limits	mentioned	earlier,	this	will	help	you	identify	bottlenecks	in	your	workflow.	For	instance,	let's	say	you	have	three	ideas	that	are	In	Progress	on	the	Record	list.	Because	this	is	the	maximum	for	that	list,	you	can't	move	any	of	the	ideas	from	the	Write	Notes	list	over	to	the	Record	list;	you'll	need	to	record	some	episodes	first.	The	colored	labels
make	it	easy	to	tell	at	a	glance	whether	an	idea	is	ready	to	move	forward	or	not.	There	are	other	features	of	Trello	cards	that	aren't	essential,	but	useful	depending	on	your	needs.	Use	Due	Date	to	get	a	reminder	when	a	task	is	almost	due,	or	set	a	Checklist	if	a	task	has	sub-tasks	to	complete.	Members	lets	you	assign	people	to	the	task	if	you're
working	in	a	team.	Try	Microsoft	Planner	If	you	like	the	idea	of	Kanban	but	Trello	doesn't	work	for	you,	you	might	consider	giving	Microsoft	Planner	a	try.	We've	looked	at	how	to	use	Microsoft	Planner	and	Microsoft	To	Do	for	task	management	before,	and	as	it	turns	out,	Planner	offers	a	Kanban	layout	for	your	tasks.	The	setup	is	quite	simple;	create	a
plan,	then	use	the	Board	layout	at	the	top	to	organize	your	tasks	into	"buckets",	which	are	equivalent	to	Trello's	lists	mentioned	above.	Give	each	bucket	a	name	as	a	step	in	the	process,	then	create	tasks	with	as	much	information	as	you'd	like.	As	in	Trello,	you	can	assign	tasks	to	teammates,	use	colors	to	denote	status,	and	add	checklists	for	sub-tasks.
Microsoft	Planner	is	available	with	any	Microsoft	365	Business	or	Educational	plan,	so	it	might	be	a	better	fit	if	you	use	Office	tools	elsewhere	in	your	job.	Making	the	Most	of	Kanban	That's	really	all	you	need	to	start	working	with	Kanban.	Over	time,	you'll	be	able	to	spot	where	bottlenecks	happen.	Maybe	there's	one	step	that	regularly	takes	up	too
much	time,	or	perhaps	you're	trying	to	bring	too	many	ideas	through	an	earlier	stage	at	once.	Feel	free	to	iterate	and	improve	your	workflow	if	you	find	it's	not	working	for	you.	Once	you	get	it	right,	tasks	should	flow	smoothly	from	left	to	right.	They	shouldn't	be	so	small	that	they	move	constantly,	but	you	also	don't	want	giant	tasks	that	sit	in	one
place	forever.	We	like	Trello	for	getting	started	because	it's	free,	available	on	most	platforms,	and	makes	it	easy	to	invite	your	teammates.	But	you	don't	have	to	use	it.	Other	Kanban	services	are	available,	including	offline	methods.	A	simple	whiteboard	with	sticky	notes,	or	pins	on	a	corkboard,	can	suffice	for	personal	use.	Now	you	know	a	little	bit
about	how	Kanban	works	and	how	to	give	it	a	try	for	your	own	tasks.	For	more	on	task	management,	why	not	try	out	the	Pomodoro	Technique?	Page	13	While	nearly	everyone	has	a	smartphone,	not	as	many	people	own	a	smartwatch.	And	while	a	smartwatch	certainly	isn't	necessary,	using	one	has	lots	of	benefits.	If	you've	been	considering	a
smartwatch	or	are	just	curious	what	they	do,	here	are	a	few	key	uses	for	these	wearables.	They	apply	to	most	smartwatches,	including	the	Apple	Watch,	a	watch	that	runs	Google's	Wear	OS,	or	something	else.	1.	Easy	Access	to	Notifications	Your	phone	likely	delivers	a	constant	stream	of	notifications	for	texts,	emails,	updates	from	social	media	apps,
and	much	more.	Not	only	do	these	alerts	break	your	focus,	but	taking	your	phone	out	of	your	pocket	to	view	them	all	the	time	becomes	tedious.	One	of	the	simplest	yet	most	useful	applications	of	a	smartwatch	is	seeing	your	notifications	right	on	your	wrist.	Whenever	your	phone	buzzes,	you	can	take	a	quick	glance	at	your	watch	to	see	if	it's	something
important	or	not,	which	is	a	lot	more	convenient.	With	many	smartwatches,	you	can	even	respond	to	notifications	more	quickly	than	you	would	on	your	phone.	For	example,	you	can	use	the	microphone	to	respond	to	a	text	message,	or	tap	a	canned	response	to	acknowledge	an	email	you	received.	Plus,	to	prevent	notifications	from	overwhelming	you,
you	can	choose	which	notifications	to	receive	on	your	watch.	This	lets	you	see	urgent	alerts	immediately,	while	sending	less	important	updates	to	your	notification	center	to	view	later.	2.	Fitness	Tracking	Features	You	probably	associate	names	like	Fitbit	or	Garmin	with	dedicated	fitness	trackers.	And	while	those	devices	let	you	track	your	steps,
exercise,	and	sleep,	smartwatches	do	the	same,	plus	more	in	many	cases.	For	example,	the	Apple	Watch	has	built-in	health	functions	that	remind	you	to	stand	up	throughout	the	day,	encourage	you	to	get	10,000	steps,	and	similar.	If	you	want	to	take	this	further,	you	can	use	a	range	of	popular	fitness	apps	with	the	Watch	to	track	and	sync	your	fitness
data.	Fitbit	does	sell	some	smartwatch/fitness	tracker	hybrid	devices,	such	as	the	Versa	series.	But	unless	you're	only	interested	in	the	fitness	features,	a	smartwatch	does	a	lot	more.	They	integrate	better	with	your	phone	for	notifications	and	shortcuts	than	a	Fitbit	does.	3.	It	Extends	Your	Phone's	Functions	A	lot	of	smartphone	apps	have	companion
apps	available	for	smartwatches	that	make	them	more	convenient	to	use.	Some	examples:	Navigation	apps	can	send	a	vibration	to	your	wrist	to	tell	you	when	to	turn	right	or	left,	letting	you	get	around	without	looking	your	phone	screen	so	often.	Use	mobile	controls	on	your	wrist	to	change	the	track,	play/pause,	and	similar	while	streaming	music	from
your	phone.	Send	a	command	to	ring	your	phone	to	find	it	when	you	misplace	it	in	the	house.	Use	voice	commands	to	set	a	timer	or	perform	other	common	tasks.	If	your	watch	has	speakers	and	a	microphone,	like	the	Apple	Watch,	you	can	take	calls	and	respond	to	texts	using	your	voice.	Quickly	see	the	weather,	the	UV	index,	and	your	calendar	at	a
glance.	Quick	access	a	calculator,	timer,	stopwatch,	and	other	utilities.	While	none	of	these	are	essential,	they	are	handy	and	keep	you	from	grabbing	and	unlocking	your	phone	so	often.	4.	Easy	Payments	Without	Your	Phone	Most	modern	smartwatches	include	integration	with	Apple	Pay,	Google	Pay,	or	another	payment	service.	Using	the	NFC
functionality	of	the	watch,	you	can	sync	your	payment	cards	to	your	wearable	and	use	them	to	pay	anywhere	you	see	the	contactless	payments	symbol.	This	is	the	same	icon	that	indicates	terminals	that	take	payments	from	your	phone	or	contactless	card.	Conveniently,	these	payments	even	work	when	your	watch	is	offline.	That	means	you	don't	need
to	have	your	phone	nearby	to	pay	with	your	watch.	So	if	you,	for	example,	go	for	a	run	without	your	phone	and	want	to	stop	to	buy	a	bottle	of	water,	all	you	need	is	your	watch	to	complete	the	purchase.	5.	Personal	Security	Features	Premium	smartwatches,	like	the	Apple	Watch,	also	include	features	that	can	help	keep	you	safe	and	might	even	save
your	life.	For	instance,	you	can	press	and	hold	the	side	button	on	your	watch	to	use	the	Emergency	SOS	slider	to	call	911	if	you're	in	danger.	This	also	sends	a	text	to	your	emergency	contacts	letting	them	know	that	something	is	wrong.	And	if	you	need	to	call	911	secretly,	you	can	hold	the	button	longer	to	make	the	call	without	interacting	on	your
watch's	screen.	The	Apple	Watch	Series	4	and	later	also	have	a	fall	detection	feature,	which	is	turned	on	by	default	for	users	over	a	certain	age.	If	the	watch	detects	that	you've	taken	a	hard	fall,	it	asks	if	you're	OK	and	displays	a	prompt	to	call	911.	If	you	don't	move	and	respond	within	a	certain	time,	it	automatically	places	an	emergency	call.	Finally,
the	Apple	Watch	can	also	let	you	know	if	your	heart	rate	is	irregularly	high	or	low.	For	instance,	if	your	rate	goes	over	120	BPM	when	you	haven't	been	active	recently,	it	will	let	you	know	something	could	be	wrong.	Is	a	Smartwatch	for	You?	The	above	are	just	some	of	the	benefits	of	smartwatches.	And	while	they	do	offer	some	great	features,
smartwatches	aren't	for	everyone.	Their	battery	life	isn't	great,	so	you	have	to	worry	about	keeping	them	charged	regularly.	Plus,	if	you're	a	light	phone	user,	you	might	not	find	the	functions	of	a	smartwatch	that	useful.	But	if	the	above	features	sounded	interesting	to	you,	consider	giving	a	smartwatch	a	try.	If	you	have	an	iPhone,	the	Apple	Watch	is
the	best	choice;	Android	users	can	try	anything	that	runs	Wear	OS	or	watches	from	Samsung.	If	you	end	up	getting	a	smartwatch	and	use	it	near	water,	you	should	understand	device	water	resistance	to	avoid	damaging	it.	Page	14	As	you	may	know,	updates	are	critical	for	keeping	your	computer	safe.	Having	the	latest	patches	installed	protects	you
from	exploits	that	target	older	versions,	plus	it	gives	you	access	to	current	features.	Let's	look	at	how	to	stay	on	top	of	updates	in	Windows	10	so	you	don't	miss	out	on	any	important	fixes.	Keeping	everything	patched	in	a	timely	manner	will	boost	your	security	considerably.	Keep	in	mind	that	using	our	remote	management	tools,	we	take	care	of
updates	for	our	clients.	But	since	automatic	processes	aren't	always	perfect,	this	information	is	still	useful	in	cases	where	you	need	to	manually	run	updates	or	for	keeping	your	home	computer	safe.	The	most	important	element	to	update	is	your	OS	itself.	Windows	10	receives	a	new	major	version	(called	a	feature	update)	roughly	twice	a	year,	along
with	smaller	patches	regularly.	In	Windows	10,	Windows	Update	works	on	its	own	to	install	these,	but	you	can	still	change	a	few	settings	to	make	it	convenient	for	you.	Head	to	Settings	>	Update	&	Security	>	Windows	Update	to	see	the	status	of	Windows	Update.	Here	you	can	check	for	updates	and	install	any	optional	updates	that	are	pending.
Windows	will	let	you	know	when	you	need	to	restart	to	finish	an	update	both	here	and	by	changing	the	Shut	Down	and	Restart	options	in	the	Start	menu.	This	page	also	has	options	that	let	you	control	how	Windows	Update	works.	Click	Change	active	hours	to	set	a	time	period	when	Windows	won't	automatically	restart	your	device	for	updates.	Head
into	Advanced	Options	to	decide	if	you	want	other	Microsoft	products	to	update	with	Windows,	show	a	notification	when	an	update	requires	a	restart,	and	delay	updates	for	up	to	35	days.	Other	than	these	tweaks,	you	don't	need	to	do	much	to	keep	Windows	Update	running	smoothly.	Updating	Microsoft	Store	Apps	Apps	from	the	Microsoft	Store
(sometimes	called	Modern	apps),	all	update	from	one	panel	in	that	app.	This	is	also	where	preinstalled	Windows	10	apps	like	Maps	and	Weather	update,	so	it's	worth	checking	every	once	in	a	while.	To	visit	it,	open	the	Microsoft	Store	by	searching	for	it	in	the	Start	menu.	Once	you	have	it	open,	click	the	three-dot	menu	in	the	top-right	and	choose
Downloads	and	updates.	Here	you'll	see	the	apps	that	were	recently	updated	on	your	device,	with	pending	updates	at	the	top.	Click	Get	updates	to	check	for	the	latest	updates,	then	Update	all	or	the	individual	download	icons	to	install	updates	for	pending	apps.	To	do	this	automatically	in	the	future,	choose	Settings	from	the	three-dot	menu	and	make
sure	Update	apps	automatically	is	enabled	under	App	updates.	With	this	handy	panel,	you	don't	have	to	hunt	for	Store	app	updates	manually.	Updating	Desktop	Apps	While	the	above	two	categories	are	simple,	desktop	software	isn't	so	standardized.	Thankfully,	many	apps,	including	most	browsers	like	Chrome	and	Firefox,	install	updates	automatically
so	you	don't	have	to	do	anything.	Other	desktop	apps	automatically	check	for	updates	and	alert	you	to	new	versions	when	they	become	available.	Sometimes	these	install	in	the	background	with	one	click,	while	other	apps	simply	direct	you	to	their	website	to	download	the	latest	app	installer.	In	a	lot	of	software,	you'll	find	a	Check	for	updates
command	on	the	File	or	Help	menu.	Another	common	location	for	update	checks	is	on	the	About	[app]	screen,	which	a	lot	of	browsers	use.	It's	not	a	bad	idea	to	check	this	regularly,	especially	for	software	you	use	often.	Managing	updates	for	dozens	of	desktop	apps	can	become	difficult;	it's	especially	tough	to	keep	apps	updated	that	you	don't	use	all
the	time.	Give	the	free	Patch	My	PC	a	try	if	you	struggle	to	keep	up.	This	tool	scans	your	computer	for	outdated	software	and	lets	you	update	everything	with	a	click.	By	default,	it	runs	the	installers	silently	in	the	background,	so	you	don't	have	to	click	Next	through	a	bunch	of	dialog	boxes.	It's	easy	to	skip	updates	if	you	don't	want	the	latest	version	of
an	app,	and	automatically	ignores	bundled	junk	during	installs.	If	you	have	a	lot	of	apps	installed,	this	will	save	you	a	ton	of	time.	The	above	covers	the	majority	of	update	scenarios,	but	you	should	also	know	about	driver	updates.	These	control	how	hardware	like	your	mouse,	video	card,	and	printer	interact	with	your	computer.	Most	of	the	time,	you
can	follow	the	"if	it's	not	broke,	don't	fix	it"	rule	with	these.	Windows	updates	some	drivers	through	Windows	Update,	and	if	you	have	a	dedicated	graphics	card,	the	Nvidia	or	AMD	software	will	alert	you	of	updates	for	your	graphics	driver.	Some	manufacturers	include	their	own	update	software	with	Windows.	These	can	install	driver	and	other
updates,	which	are	worth	checking	if	Windows	Update	doesn't	take	care	of	them.	Other	than	that,	you	shouldn't	need	to	worry	about	these	updates	unless	something	goes	wrong.	Our	Automatic	Updates	for	Clients	As	mentioned	earlier,	our	remote	management	tools	simplify	all	of	the	above	so	you	don't	have	to	worry	about	updating	manually	most	of
the	time.	We	can	easily	control	what	updates	are	installed	and	when	they	arrive,	so	you	don't	have	to	worry	about	this	or	having	updates	interrupt	your	work.	You	can	take	the	above	manual	actions	when	needed,	but	this	takes	up	a	lot	of	time,	so	you	should	only	do	it	when	you	must.	If	you	don't	have	a	managed	IT	service	for	your	business	yet,	walking
through	the	above	on	dozens	of	devices	is	time-consuming.	Contact	us	today	to	see	how	our	service	makes	this	and	other	aspects	of	your	technology	infrastructure	much	simpler.	With	Windows,	apps,	and	drivers	up-to-date,	you've	gone	a	long	way	towards	keeping	your	computer	secure.	As	more	apps	update	on	their	own	these	days,	it's	not	as	much	of
a	hassle	as	it	once	was.	But	you	never	know	when	someone	will	find	a	critical	vulnerability	in	Windows	or	an	app,	so	being	proactive	is	vital.	For	more	Windows	tips,	check	out	handy	features	in	the	Windows	10	Settings	menu.	Page	15	Most	people	use	Microsoft	Word	at	least	occasionally,	and	while	the	basics	are	easy	enough	to	understand,	Word
hides	a	lot	of	functionality	that	you	might	not	know	about.	Let's	highlight	some	of	the	useful	Word	features	you	may	not	have	discovered	yet.	As	you're	working	on	your	document,	you	might	come	across	a	phrase	you	want	to	rewrite,	a	word	you	want	to	research,	or	similar.	Did	you	know	that	Word	includes	handy	tools	for	these	and	other	tasks	right
on	its	right-click	menu?	Highlight	a	word,	then	right-click	to	find	these	handy	options	on	the	menu:	Smart	Lookup:	Opens	a	panel	on	the	right	side	of	the	screen	that	defines	the	word,	as	well	as	showing	web	and	images	results	for	it	via	Bing.	Synonyms:	Helps	you	find	another	word	that	means	almost	the	same	as	your	highlighted	word.	This	is	helpful
in	situations	where	you	don't	want	to	use	the	same	word	multiple	times	in	close	proximity.	Rewrite	Suggestions:	Highlight	a	short	phrase	and	this	will	give	you	suggestions	on	how	to	reword	it.	For	example,	it	might	suggest	"Let's	take	a	look	at"	instead	of	"Let's	look	at".	Translate:	Need	to	translate	a	foreign	word	in	a	document	or	want	to	add	a	quick
translation	for	readers	in	another	language?	This	lets	you	do	that	without	leaving	Word.	2.	Hide	Text	Hidden	text	in	Word	isn't	secure,	as	anyone	who	knows	what	they're	doing	can	unhide	it.	But	it	still	has	many	uses:	you	can	create	a	quiz	and	hide	answers,	use	hidden	text	to	modify	the	text	layout	if	you	can't	get	it	to	work	otherwise,	or	temporarily
remove	some	text	to	see	what	your	document	looks	like	without	it.	To	hide	text,	first	highlight	whatever	you	want	hidden.	Then	click	the	Font	option	on	the	right-click	menu	(or	press	Ctrl	+	D)	to	open	the	Font	dialog	box,	which	has	many	options	for	adjusting	your	chosen	text.	Simply	check	the	Hidden	box	in	the	Effects	section	and	choose	OK,	then	the
text	will	disappear.	To	easily	show	hidden	text	again,	press	Ctrl	+	A	to	select	the	whole	document,	then	repeat	the	above	process	to	clear	the	Hidden	checkbox.	If	you	want	hidden	text	to	show	up	when	you	print	a	document,	you'll	need	to	visit	File	>	Options	>	Display	and	check	the	Print	hidden	text	box.	This	will	show	hidden	text	with	an	underline	in
the	print	preview.	3.	Change	Proofreading	Options	Word	checks	for	a	lot	of	spelling	and	grammar	mistakes	by	default,	but	you	can	change	what	it	looks	for	if	you	want	to	work	on	specific	areas	of	your	writing.	To	get	an	idea	of	what	Word	thinks	of	your	document,	open	the	Review	tab	at	the	top	and	click	the	Editor	button	in	the	Proofing	section.	This
will	open	a	menu	on	the	right	where	you	can	see	the	areas	that	need	improvement,	such	as	Spelling,	Clarity,	and	Vocabulary.	Click	the	Settings	gear	at	the	bottom	of	this	page,	or	go	to	File	>	Options	>	Proofing,	to	change	how	Word	corrects	your	work.	Most	people	won't	want	to	change	the	default	options	in	the	main	pane.	The	more	interesting
options	are	found	by	clicking	Settings	next	to	Writing	Style	under	the	When	correcting	spelling	and	grammar	in	Word	section.	Here	you	can	adjust	the	specific	points	that	Word	looks	at,	broken	down	by	category.	A	few	highlights	include:	Jargon:	Word	will	let	you	know	if	you	use	specific	wording	that	the	average	person	won't	recognize.	Passive	voice:
If	you're	working	on	using	more	active	voice,	enable	this	to	catch	passive	voice.	Words	Expressing	Uncertainty:	Removing	phrases	like	"it	seems"	and	"supposedly"	from	your	writing	make	it	stronger.	Space	between	sentences:	You	can	have	Word	check	to	make	sure	all	sentences	have	one	or	two	spaces	after	the	period.	This	is	a	more	convenient
alternative	to	doing	a	find/replace	for	a	double-space	on	your	own.	Region-Specific	Words:	If	people	outside	your	country	read	your	work,	enabling	this	can	help	you	avoid	phrases	they	may	not	be	familiar	with.	For	a	simple	document,	you	probably	don't	worry	much	about	headers.	But	for	any	kind	of	longer	work	in	Word,	they	really	come	in	handy.
Not	only	do	they	make	your	work	easier	to	follow	visually,	but	they	also	make	it	simple	to	utilize	other	Word	functions.	For	example,	on	the	Navigation	pane	(which	you	can	open	by	pressing	Ctrl	+	F),	select	the	Headings	option	to	easily	jump	around	your	document	by	the	headers.	Not	only	does	this	make	it	easy	to	browse	the	layout	of	your	document
at	a	glance,	but	you	can	manage	their	content	without	messing	with	the	actual	text	in	the	document.	Click	and	drag	these	sections	to	move	their	content	in	your	document	around,	or	right-click	a	section	to	add	a	new	heading	before	or	after	it.	This	is	extremely	handy	for	documents	where	you	don't	want	to	mess	up	specific	formatting	when	making
changes.	Sections	also	make	it	easy	to	insert	a	table	of	contents	into	your	document.	On	the	References	tab,	click	Table	of	Contents	to	choose	a	style	and	insert	the	contents	into	your	document	automatically.	If	you	make	changes	to	section	headers	in	the	future,	just	click	Update	Table	to	add	the	new	content	in.	Making	the	Most	of	Word	These	are	just
a	few	of	Word's	features	that	you	might	have	missed	out	on.	Word	packs	a	ton	of	functionality,	and	nobody	really	needs	all	of	it	at	once.	But	knowing	tips	like	this	can	save	you	time	working	with	Word	in	the	future,	as	well	as	exposing	you	to	more	of	its	capabilities	as	you	navigate	the	menus.	For	more	like	this,	we've	taken	a	look	at	other	Word	tips	for
better	productivity.	Page	16	As	a	small	business,	you	might	think	that	you	don't	need	to	worry	about	computer	and	network	security.	After	all,	why	would	an	attacker	go	after	a	small	company	when	they	could	get	a	bigger	payout	from	a	huge	corporation?	The	reality	is	that	small	businesses	are	not	immune	from	cyber	attacks.	If	your	company	falls
victim	to	one,	the	consequences	could	be	disastrous.	Let's	look	at	the	risks	of	forgoing	proper	security	and	how	these	attacks	happen	to	small	businesses.	How	Computer	Security	Attacks	Happen	Before	we	look	at	the	risks,	let's	consider	some	of	the	most	common	ways	that	criminals	attack	business	computer	systems,	including	those	of	small
businesses.	Phishing	As	we've	discussed	before,	phishing	is	pretending	to	be	a	legitimate	entity	to	steal	information	from	someone.	This	can	occur	through	phishing	emails	that	pretend	to	come	from	financial	companies,	but	there's	a	more	targeted	approach	known	as	"spear	phishing"	as	well.	With	spear	phishing,	an	attacker	spends	more	time
learning	about	the	specifics	of	your	company	to	use	against	you.	For	example,	they	might	learn	the	names	of	executives,	then	create	a	phony	request	to	wire	funds	using	an	email	that	matches	your	company's	email	signature	format.	This	is	the	case	with	the	CEO	email	scam	that	makes	the	rounds	every	so	often.	Phishing	relies	on	tricking	people,	so
having	one	employee	fall	for	a	farce	could	compromise	your	entire	setup.	IBM's	2020	Cost	Of	Insider	Threats	report	found	that	negligence	was	the	cause	of	63%	of	incidents	reported,	while	criminal	insiders	accounted	for	just	14%	and	credential	theft	the	other	23%.	Ransomware	Ransomware	is	a	worrying	threat	that's	continued	to	evolve	over	the
years.	If	you're	not	familiar,	ransomware	is	usually	introduced	by	opening	a	rogue	email	attachment	or	similar.	It	encrypts	all	the	files	on	a	computer	(or	network)	and	demands	payment	to	unlock	them.	Of	course,	there's	no	guarantee	that	the	attacker	will	actually	give	you	the	unlock	key,	and	paying	encourages	these	kinds	of	scams	to	keep
happening	in	the	future.	Cisco	Security	reported	that	53%	of	cyber	attacks	in	a	recent	security	report	brought	at	least	$500,000	in	damages.	Viruses	and	Other	Malware	Aside	from	ransomware,	more	traditional	forms	of	malware	can	also	wreak	havoc	on	your	computer	systems.	Network	attacks,	employee	negligence,	and	simple	mistakes	can	bring
nasty	software	into	your	environment.	Its	effects	range	from	moderate	inconveniences	to	huge	data	loss,	so	preventing	these	attacks	is	vital.	Keeper	Security's	2019	report	found	that	66%	of	SMBs	polled	experienced	a	cyber	attack	in	the	prior	year,	with	70%	reporting	employee	password	theft	in	the	same	time	frame.	Hacking	Insecure	systems	are
much	easier	to	hack.	Poor	security	practices	like	short	passwords,	using	the	default	credentials	on	networking	equipment,	and	failing	to	physically	secure	important	machines	make	it	much	easier	for	a	malicious	individual	to	hack	a	computer.	A	BullGuard	study	found	that	one	in	three	SMBs	uses	a	free	consumer-grade	security	product,	while	one	in
five	don't	use	any	security	at	all.	These	situations	open	the	door	for	hacking.	The	Risks	of	Computer	Security	Breaches	Say	that	your	company	didn't	have	any	defense	plans	against	or	backup	strategies	for	a	computer	attack	like	the	above.	What	are	the	risks?	Risk	of	Data	Loss	What	would	happen	if	your	company	lost	critical	data	and	didn't	have	any
backups?	Losing	years	of	customer	information,	purchase	records,	signed	documents,	and	other	critical	data	could	put	you	out	of	business.	Your	company	can't	do	business	without	this	information,	and	having	all	this	disappear	in	an	instant	would	be	devastating.	Ransomware,	corruption	from	viruses,	or	theft	from	hacking	could	all	ruin	your	stored
data.	Risk	of	Reputation	Loss	Perhaps	worse	than	losing	everything	above,	think	about	how	your	customers	would	feel	when	they	learned	that	you	lost	all	this	data.	Not	only	would	they	think	twice	about	doing	business	with	you	in	the	future,	but	they	would	likely	tell	their	friends	and	colleagues	to	steer	clear	of	your	company	as	well.	A	particularly
nasty	episode	could	even	result	in	media	coverage,	which	would	be	extremely	embarrassing	and	harm	your	chances	of	receiving	business	down	the	line.	Risk	of	Lost	Money	If	you	don't	have	a	prevention	and	recovery	plan	in	place	for	a	security	disaster	like	this,	you'll	have	to	spend	a	lot	of	money	to	get	everything	back	in	order	again.	Data	recovery	is
extremely	expensive	and	not	always	reliable.	You	may	have	to	pay	damages	for	lost	customer	data,	and	could	even	be	sued	if	you	deal	with	protected	information	like	health	records.	Risk	of	Lost	Time	Recovering	from	these	kinds	of	breaches	isn't	easy.	You	have	to	assess	what	you	lost	and	dedicate	many	hours	to	fixing	it	as	best	you	can.	Time	spent
trying	to	recover	data,	reaching	out	to	affected	clients,	and	similar	is	all	wasted	time	that	you	aren't	spending	on	growing	your	business.	This	could	require	bringing	in	outside	help	if	you	don't	have	the	personnel	in-house,	incurring	further	costs.	Smart	Prevention	Is	So	Much	Better	Because	going	through	the	kind	of	attacks	above	is	obviously	terrible,
it's	much	wiser	to	plan	ahead	and	prevent	these	kinds	of	threats	from	happening.	While	it	does	cost	money	to	put	a	proper	threat	protection	and	recovery	plan	in	place,	the	risks	above	will	have	a	far	greater	cost	than	preparing	ahead	of	time.	It's	like	car	insurance:	if	you	wait	to	have	an	accident	before	buying	insurance,	not	only	do	you	have	to	pay
out	of	pocket	to	fix	the	damage,	but	then	you'll	start	paying	for	the	insurance	anyway.	Paying	for	insurance	ahead	of	time	makes	fixing	problems	much	smoother.	Page	17	Just	like	your	body	can	become	overheated,	a	computer	can	overheat	as	well.	And	while	computers	are	built	to	withstand	a	high	level	of	heat,	it's	still	possible	for	them	to	become	too
hot.	Let's	look	at	the	basics	of	how	heat	affects	computers,	including	normal	operating	temperatures	and	how	to	keep	your	system	cool.	Why	Computers	Generate	Heat	Chances	are	that	you've	heard	the	fan	of	your	computer	working	hard---perhaps	you've	even	felt	a	computer	that's	warm	to	the	touch	before.	But	have	you	ever	wondered	why
computers	generate	this	amount	of	heat?	Essentially,	the	heat	comes	from	the	electricity	working	inside	the	computer.	As	it	flows	through	the	various	circuits	and	resistors	inside	your	machine,	some	of	that	energy	is	"lost"	and	becomes	heat.	It's	similar	to	a	light	bulb,	where	current	runs	through	a	wire	and	gets	hot,	glowing	from	the	heat.	As
expected,	a	lightbulb	is	hot	to	the	touch	after	you've	had	it	on	for	a	while.	A	computer	has	lots	of	resistance	packed	into	a	small	space,	meaning	that	it	generates	heat	quickly.	Typically,	the	computer	component	that	gets	the	hottest	is	the	processor	(CPU).	As	the	"brain"	of	your	computer,	the	CPU	processes	millions	of	instructions	per	second,	which
takes	a	lot	of	power.	As	you	perform	more	intensive	tasks,	like	rendering	video,	the	CPU	has	to	work	harder.	Other	components,	like	your	graphics	card,	can	get	hot	too.	But	the	CPU	temperature	is	usually	a	good	indication	of	how	hot	your	overall	system	is.	How	Computers	Deal	With	Heat	Of	course,	computers	need	a	way	to	deal	with	this	heat,	or
they	wouldn't	be	able	to	run	for	long.	The	two	primary	ways	that	computers	dissipate	heat	are	using	fans	and	heat	sinks.	Heat	sinks	are	typically	made	up	of	metal	prongs.	They	increase	the	surface	area	that	a	CPU	(or	other	component)	has	with	the	cool	air	surrounding	it.	Instead	of	all	the	heat	staying	above	the	CPU	and	overheating	it,	a	heatsink
distributes	the	heat	across	a	wider	surface	so	it	can	be	safely	removed.	Image	Credit:	fir0002/Wikimedia	Commons	Computer	fans	are	a	lot	like	the	fans	we	use	everywhere	else.	Typically,	a	CPU	fan	blows	on	the	CPU's	heat	sink	to	keep	it	cool	over	time.	Most	desktop	computers	have	additional	fans	to	help	circulate	cooler	air	into	the	system	and
remove	hot	air	from	the	inside.	These	aren't	the	only	ways	to	deal	with	computer	heat,	however.	Another	method	is	water	cooling,	which	some	desktop	builders	opt	to	use.	This	system	works	similar	to	a	car:	heat	from	the	CPU	is	transferred	to	a	tube	containing	water,	which	cycles	to	a	radiator	for	cooling.		Water	cooling	is	not	a	common	method	for
computers	purchased	through	big	brands	like	Dell	and	Lenovo.	Optimal	PC	Operating	Temperatures	Computers	can	handle	some	heat,	but	past	a	certain	point,	running	your	computer	too	hot	could	cause	shutdowns	or	even	permanent	damage.	Windows	doesn't	have	an	easy	built-in	way	to	monitor	your	CPU	temperature,	but	you	can	use	the	free	tool
Core	Temp	to	do	so.	Watch	out	for	the	bundled	software	during	installation.	Here's	a	general	idea	of	the	temperatures	your	PC	should	be	running	at	(note	that	we've	given	the	temperatures	in	Celsius,	as	this	is	most	common	when	discussing	PC	temperatures):	Under	60	degrees	Celsius	is	a	normal	operating	temperature.	Between	60	and	70	degrees	C
isn't	a	problem,	but	you	may	want	to	make	sure	your	PC	is	being	adequately	cooled	if	it	stays	in	this	temperature	range.	Between	70	to	80	degrees	C:	Unless	you've	overclocked	your	system	or	are	working	on	a	very	intensive	task,	this	is	pretty	hot.	You	should	cool	your	system	down	as	soon	as	you	can.	Between	80	and	90	degrees	C:	Having	your	CPU
around	this	temperature	for	too	long	could	cause	damage,	so	you	should	avoid	it.	Above	90	degrees	C:	This	is	far	too	hot;	you	need	to	shut	your	PC	down	immediately.	There's	no	perfect	temperature	for	your	CPU,	however.	A	"normal"	temperature	depends	on	what	you're	doing.	If	you	have	no	programs	running,	you	might	see	your	CPU	around	30C.
During	normal	work,	it	will	probably	go	up	to	40-50C,	which	is	fine.	And	while	playing	a	video	game	or	doing	intense	video	work,	it	will	likely	be	higher.	You	likely	only	have	a	problem	if	your	computer	runs	much	hotter	than	it	should	for	extended	periods	of	time,	based	on	what	you're	doing.	How	to	Keep	Your	PC	Cool	Assuming	all	your	computer
hardware	is	working	properly,	the	main	problem	why	your	PC	might	be	getting	hot	is	airflow.	There	are	two	common	ways	to	improve	this.	The	first	is	removing	dust	from	your	system.	Over	time	your	computer	will	collect	dust	that	it	pulls	in	from	the	fans.	As	this	builds	up,	it	can	restrict	airflow	and	reduce	the	efficiency	of	your	cooling	systems.	This
can	happen	more	quickly	from	pet	hair	and	other	pollutants.	If	you're	able	(it's	easier	on	a	desktop	than	a	laptop),	it's	a	good	idea	to	open	your	computer	and	use	canned	air,	along	with	a	soft	cloth,	to	wipe	dust	away.	Pay	particular	attention	to	the	fans	and	heat	sinks,	which	often	become	caked	with	dust.	The	other	element	to	consider	is	how	much	air
is	able	to	flow	through	your	PC.	On	laptops,	overheating	commonly	occurs	because	the	external	fan	port	is	blocked.	Try	to	avoid	setting	your	laptop	on	a	blanket	or	other	soft	surface,	which	can	block	the	fans.	It's	best	to	use	your	laptop	on	a	flat	surface	that	doesn't	block	airflow,	such	as	a	wood	table.	Managing	Heat	Wisely	Now	you	know	why
computers	generate	heat,	how	they	deal	with	it,	and	some	ways	to	make	sure	your	PC	has	adequate	airflow.	It's	normal	for	your	computer	to	warm	up	a	bit	when	working	hard,	but	you	should	be	careful	that	it	doesn't	run	too	hot	over	time.	For	more,	why	not	learn	the	differences	between	32-bit	and	64-bit	CPUs	next?	Page	18	On	October	20,	2020,	the
United	States	Justice	Department	filed	a	lawsuit	against	Google.	The	lawsuit	claims	that	Google	uses	illegal	methods	to	keep	a	monopoly	on	its	internet	search	and	advertising	functions	online.	This	is	a	developing	case,	so	it's	still	progressing.	But	as	worries	about	Big	Tech's	size	have	grown	over	the	years,	the	results	could	have	implications	in	the
future.	Let's	break	down	the	case	to	see	what	each	side	has	argued.	The	Justice	Department's	Case	In	the	lawsuit,	the	DOJ	claims	that	Google	is	in	violation	of	Section	2	of	the	Sherman	Antitrust	Act	of	1890,	which	states:	Every	person	who	shall	monopolize,	or	attempt	to	monopolize,	or	combine	or	conspire	with	any	other	person	or	persons,	to
monopolize	any	part	of	the	trade	or	commerce	among	the	several	States,	or	with	foreign	nations,	shall	be	deemed	guilty	of	a	felony	.	.	.	The	US	Government's	arguments	primarily	revolve	around	Google's	search	engine	and	its	advertising.	While	Google	owns	a	lot	of	other	services	and	products	(such	as	Android	and	YouTube),	it's	of	course	best	known
for	search	and	makes	billions	of	dollars	every	year	from	advertising.	First,	the	Justice	Department	claims	that	Google	is	a	gatekeeper	of	the	internet	and	has	a	monopoly	in	this	position.	The	DOJ	says	that	Google	has	long	used	tactics	that	prevent	anyone	else	from	challenging	this	dominant	position.	Next,	the	DOJ	states	that	as	online	searches	have
exploded	on	mobile	devices,	Google	has	set	up	deals	with	device	makers	and	mobile	carriers	to	maximize	the	number	of	those	searches	that	go	through	Google.	The	Justice	Department	also	argues	that	Google's	dominance	lets	it	charge	whatever	it	wants	for	advertising.	The	company	is	then	able	to	feed	some	of	that	money	back	into	the	agreements
that	keep	its	search	engine	dominant,	creating	a	difficult-to-break	cycle.	Finally,	the	DOJ	says	that	low	competition	means	advertisers	have	to	deal	with	Google's	policies	about	privacy	and	personal	data,	even	if	they	don't	want	to	agree	to	them.	Google's	Response	Now,	let's	take	a	look	at	what	Google	has	said	in	response	to	the	initial	arguments.
Google's	SVP	of	Global	Affairs,	Kent	Walker,	said	in	a	blog	post	that	the	lawsuit	was	"deeply	flawed."	The	company	summarized	its	argument	in	a	series	of	tweets,	as	well.	The	DOJ’s	deeply	flawed	lawsuit	would	do	nothing	to	help	consumers.	It	could	actually	raise	phone	prices,	make	it	harder	for	people	to	access	the	services	they	want,	and	artificially
prop	up	lower	quality	search	services.	Read	our	blog	post→	—	Google	Public	Policy	(@googlepubpolicy)	October	20,	2020	In	essence,	Google	denies	that	the	actions	it	takes	are	to	uphold	a	monopoly.	Walker	says	that	"[p]eople	use	Google	because	they	choose	to,	not	because	they're	forced	to,	or	because	they	can't	find	alternatives."	He	compares
Google	paying	companies	like	Apple	and	Mozilla	to	feature	Google	search	in	their	software	to	a	cereal	brand	paying	a	grocery	store	to	feature	its	products	at	eye-level	on	the	shelf.	The	post	also	explains	how	easy	it	is	to	change	your	default	search	engine	from	Google	to	something	else	in	major	browsers	like	Safari	and	Chrome.	Google	also	mentions
how	Windows	devices	don't	feature	Google	products	by	default.	Windows	10	comes	with	Edge	preinstalled,	which	uses	Bing	as	its	default	search	engine.	Later,	Google	discusses	how	its	agreements	with	mobile	carriers	and	device	makers	(Google	distributes	Android	for	free,	in	exchange	for	the	companies	featuring	Google	services	on	the	phone)	help
keep	the	cost	down	for	the	user.	Android	has	spurred	incredible	competition	in	mobile	phones.	Our	promotional	agreements	with	carriers	and	device	makers	to	feature	Google	Search	directly	reduce	the	price	that	people	pay	for	phones.	—	Google	Public	Policy	(@googlepubpolicy)	October	20,	2020	Google's	last	major	point	is	that	lawsuit	doesn't
consider	how	easy	it	is	to	use	alternative	services.	Unlike	the	1990s,	where	you	usually	had	to	buy	a	physical	CD	to	install	new	software	and	there	wasn't	a	wealth	of	options	available,	downloading	another	app	or	changing	your	default	settings	is	extremely	easy.	It	states	how	Mozilla	set	Yahoo!	search	as	the	default	search	engine	in	Firefox	back	in
2014	(because	Yahoo!	paid	for	this),	but	most	people	chose	to	use	Google	anyway.	The	company	then	reversed	the	decision	in	2017,	putting	Google	back	as	the	default	search	engine	in	Firefox	due	to	its	"effort	to	provide	quality	search."	Google	feels	that	this	lawsuit	"would	artificially	prop	up	lower-quality	search	alternatives,	raise	phone	prices,	and
make	it	harder	for	people	to	get	the	search	services	they	want	to	use."	Now	that	we've	laid	out	the	facts,	there's	a	lot	to	consider	here.	The	DOJ	thinks	that	Google	has	a	monopoly,	while	the	company	claims	that	it	doesn't	because	alternatives	are	widely	available,	but	people	still	choose	to	use	Google.	To	get	an	idea	of	how	this	might	proceed,	we	can
look	back	at	some	related	legal	cases.	United	States	v.	Microsoft	Corporation	The	most	similar	one	to	this	occurred	in	2001's	United	States	v.	Microsoft	Corp.	In	that	case,	the	government	accused	Microsoft	of	maintaining	a	monopoly	in	the	PC	market.	Its	main	argument	was	that	Microsoft	restricted	users'	ability	to	uninstall	Internet	Explorer	and	use
another	browser.	Because	IE	was	part	of	Windows,	the	government	thought	that	this	stifled	the	market	for	competition,	since	other	browsers	took	a	long	time	to	download	or	required	you	to	buy	them	in	a	store.	In	response,	Microsoft	claimed	that	IE	and	Windows	were	too	closely	linked	to	separate,	and	that	anyone	who	used	Windows	got	to	enjoy
Internet	Explorer	for	free.	In	the	end,	that	suit	ended	with	relatively	minor	penalties	for	Microsoft.	It	was	decided	that	the	company	had	to	share	its	APIs	with	third-party	companies	and	appoint	a	panel	of	people	with	full	access	to	all	of	Microsoft's	systems	to	make	sure	it	was	playing	by	the	rules.	The	DOJ	didn't	require	Microsoft	to	change	any	code	in
Windows	or	force	Microsoft	to	stop	bundling	IE	with	its	OS.	As	Google's	blog	post	mentioned,	this	case	being	almost	two	decades	ago	makes	it	an	entirely	different	scenario.	You	can	download	another	search	engine	app	in	seconds,	compared	to	hours	to	download	another	browser	in	2000.	Other	Antitrust	Lawsuits	This	isn't	Google's	first	time	getting
in	legal	trouble	for	anticompetitive	practices.	In	2018,	the	European	Union	fined	Google	4.3	billion	euros	for	its	practices	of	pre-installing	Google	apps	on	Android	devices.	This	has	happened	to	Microsoft,	too.	The	company	offers	editions	of	Windows	in	Europe	and	South	Korea	called	Windows	10	N	and	Windows	10	KN	respectively.	These	are
essentially	identical	to	the	regular	edition	of	Windows	10,	except	they	exclude	Windows	Media	Player	and	a	few	other	media	features,	like	the	Voice	Recorder	app.	Microsoft	created	these	versions	for	legal	reasons.	In	2004	and	2005,	both	the	EU	and	South	Korean	governments	fined	Microsoft	for	abusing	its	monopoly	to	hurt	other	multimedia	apps.
They	ordered	that	company	create	a	version	without	these	apps	bundled	in.	A	Messy	Lawsuit	Only	time	will	tell	what	will	happen	with	the	DOJ's	case	with	Google.	Looking	back	at	past	suits,	we	can	see	that	governments	don't	like	companies	like	Google	and	Microsoft	using	their	influence	to	crowd	out	competitors.	But	whether	the	Justice	Department
has	a	leg	to	stand	on	remains	to	be	seen.	Google	is	certainly	the	most	popular	search	engine,	due	in	no	small	part	to	how	great	it	is.	But	this	lawsuit	will	decide	whether	Google	enjoys	this	advantage	for	illegal	reasons.	If	this	has	you	interested,	why	not	learn	more	about	how	Google	works?	Page	19	You	might	think	of	Microsoft	Word,	Excel,	and
PowerPoint	as	tools	that	you	mostly	use	alone.	But	with	Microsoft	365,	these	Office	apps	has	lots	of	collaboration	options	that	help	you	easily	work	on	documents	with	others	on	your	team.	Let's	take	a	look	at	the	most	useful	collaboration	features	in	Microsoft	Word,	Excel,	and	PowerPoint	that	Microsoft	365	enables.	Simultaneous	Editing	Need	to	work
on	a	document	with	someone	else?	Microsoft	365	makes	this	easy	with	a	feature	it	calls	"coauthoring".	This	allows	you	to	make	changes	in	a	document	in	real-time	with	one	or	more	other	people.	To	start	collaborating,	you'll	need	to	have	your	file	saved	in	a	space	that	your	coworkers	share.	This	can	be	SharePoint	or	your	company's	OneDrive.	If	the
file	is	already	accessible	to	everyone,	simply	have	each	person	open	it	through	that	platform.	To	share	a	document	you're	working	on,	click	Share	at	the	top-right	of	your	Office	app.	If	it's	not	already,	you'll	be	asked	to	save	your	file	to	OneDrive.	After	that,	simply	enter	the	names	of	people	on	your	team	that	you	want	to	share	the	document	with,	or
copy	a	link	to	share.	As	everyone	opens	the	document	in	either	Office	Online	or	the	Microsoft	365	desktop	app,	you'll	see	their	profile	icons	appear	and	icons	appear	next	to	their	name	to	show	where	they're	working.	Version	History	It's	extremely	useful	to	have	copies	of	older	document	versions.	For	example,	you	might	have	accidentally	overwritten
parts	of	an	Excel	workbook	that	you	need	to	get	back.	Or	perhaps	you	want	to	reference	how	a	slideshow	looked	a	few	revisions	ago.	Microsoft	365	makes	this	easy.	You	can	access	version	history	for	files	stored	in	OneDrive	or	SharePoint.	To	browse	them,	first	open	the	file	in	question.	From	there,	go	to	File	>	Info	and	click	the	Version	History
button.	This	lets	you	see	past	revisions;	select	one	to	view	it.	If	you	decide	you	want	one	of	these	back,	choose	Restore.	AutoSave	When	you're	busy	working	in	a	file,	you	might	not	think	to	save	your	work	regularly.	This	can	lead	to	a	lot	of	lost	time	if	you	accidentally	close	a	file	without	saving	or	your	Office	app	crashes.	That's	why	Microsoft	365
subscribers	have	an	AutoSave	option	in	Word,	Excel,	and	PowerPoint.	This	option	saves	your	file	automatically	"every	few	seconds,"	according	to	Microsoft.	It	thus	mimics	the	behavior	of	online	tools	like	Google	Docs	and	Word	Online	that	automatically	save	changes.	Your	Office	app	will	automatically	enable	this	feature	for	any	files	stored	in	OneDrive
or	SharePoint.	If	you	want	to	toggle	it	for	a	document,	use	the	AutoSave	toggle	in	the	top-left.	As	we've	looked	at	above,	Microsoft	365's	Office	apps	can	do	a	lot	more	when	you	keep	your	files	in	OneDrive	or	SharePoint.	It	makes	sense	that	having	your	files	stored	on	a	Microsoft	service	lets	them	do	more	with	Microsoft	software.	But	there's	even
more	than	you	can	do	to	manage	your	files	intelligently	in	OneDrive	or	SharePoint.	For	example,	both	platforms	now	let	you	create	a	shortcut	to	shared	folders	in	your	own	OneDrive	account.	Everyone	knows	the	frustration	of	forgetting	where	a	file	is	and	having	to	ask	several	different	people	to	track	it	down,	and	this	helps	prevent	that.	Simply	select
any	folder	in	SharePoint	or	OneDrive,	then	click	the	Add	shortcut	to	My	files	or	Add	shortcut	to	OneDrive	button	along	the	top	of	the	screen.	Shortly	after	you	do	this,	you'll	see	an	icon	for	that	folder	appear	in	the	My	files	section	of	OneDrive.	It's	not	a	copy,	so	you	don't	have	to	worry	about	duplicating	content.	Clicking	the	shortcut	brings	you	to	the
live	version	of	the	folder,	and	you	can	always	double-check	who	owns	the	file	with	the	Sharing	column.	Both	platforms	also	offer	granular	permission	controls,	so	you	can	be	sure	that	only	the	people	who	need	to	access	certain	files	are	doing	so.	Microsoft	365	Makes	Collaboration	Easy	Now	you	know	about	the	most	useful	tools	that	Word,	Excel,	and
PowerPoint	offer	when	paired	with	Microsoft	365.	Using	Microsoft	tools	across	the	board	like	this	reduces	wasted	time	and	unnecessary	work,	making	your	company	more	productive.	If	you're	not	sure	about	Microsoft	365	yet,	have	a	look	at	our	comparison	of	Office	2019	and	Microsoft	365	to	understand	their	differences.	Page	20	You	probably	know
that	keyboard	shortcuts	are	a	great	way	to	work	faster	in	the	software	you	use	regularly.	The	less	time	you	spend	hunting	for	the	right	option	with	your	mouse,	the	more	efficiently	you'll	work.	And	while	Microsoft	Excel	has	plenty	of	built-in	keyboard	shortcuts,	you	can	also	create	your	own	shortcuts	with	a	few	methods.	We'll	show	you	how.	Quick
Access	Toolbar	Shortcuts	The	Quick	Access	Toolbar	is	a	strip	of	icons	at	the	top	of	the	Excel	window	that	holds	a	number	of	handy	shortcuts.	While	it	starts	out	with	a	few	options,	like	Save,	Undo,	and	Redo,	you	can	add	many	more	icons	to	this	bar.	To	change	what	appears	on	the	Quick	Access	Toolbar,	click	the	downward-facing	arrow	to	the	right	of
the	icons	on	the	bar	(above	the	File,	Home,	etc.	tabs	on	the	Ribbon).	Here	you'll	see	a	handful	of	additional	commands	you	can	add	to	the	bar,	like	New,	Email,	and	Quick	Print.	Click	any	of	these	to	add	that	item	to	the	Quick	Access	Toolbar	as	a	new	icon.	More	Toolbar	Shortcut	Options	While	the	shortcuts	on	the	menu	are	useful,	they're	just	the	start
of	the	options	available	to	you.	Choose	More	Commands	to	bring	up	a	window	with	many	more	choices.	Here,	Excel	shows	your	current	toolbar	contents	on	the	right	side	and	all	the	possible	options	on	the	left	side.	Above	the	left	box,	you'll	see	the	selection	defaults	to	Popular	Commands,	but	you	can	change	this	to	another	option,	like	Commands	Not
in	the	Ribbon	or	even	All	Commands.	We	don't	recommend	showing	everything	at	once,	as	there	are	a	ton	of	commands	that	will	quickly	become	overwhelming.	Once	you've	picked	a	category,	scroll	through	the	left	list.	When	you	find	something	you	want	to	add	as	a	shortcut,	select	it	and	hit	the	Add>>	button	to	put	it	on	your	toolbar.	Repeat	this
until	you've	added	everything	you	want	(keep	an	eye	out	for	the	Separator	option,	which	can	help	with	organization).	Now,	you	can	use	the	arrow	buttons	to	the	right	of	your	toolbar	contents	box	to	rearrange	the	icons.	If	you	don't	want	an	item,	highlight	it	and	choose	Remove.	You	can	also	use	the	dropdown	box	above	your	shortcuts	to	choose
whether	these	shortcuts	should	apply	to	all	Excel	workbooks,	or	only	the	current	one.	To	back	up	your	work,	click	the	Import/Export	button	at	the	bottom	to	export	your	setup	for	safekeeping.	Hit	OK	when	you're	done,	and	the	toolbar	will	update	with	your	changes.	Now,	to	access	these	commands	with	your	keyboard,	simply	hit	the	Alt	key.	This	will
show	a	key	next	to	each	item	on	the	Ribbon.	To	use	the	shortcuts	on	the	Quick	Access	Toolbar,	just	hit	the	corresponding	number	key.	Make	Your	Own	Excel	Macros	Macros	are	a	feature	for	Excel	power	users	that	let	you	record	a	number	of	steps	and	play	them	back	in	exactly	the	same	way.	These	lets	you	automate	repetitive	tasks	and	are	quite
convenient.	To	use	macros,	you'll	first	need	to	enable	a	tab	on	the	Ribbon	that's	hidden	by	default.	Right-click	anywhere	on	the	Ribbon	at	the	top	of	the	page	and	choose	Customize	the	Ribbon.	This	will	bring	up	a	new	window.	On	it,	find	the	Developer	item	in	the	right	box,	and	check	it.	Once	you	hit	OK,	you'll	see	a	new	Developer	tab	on	the	Ribbon.
Now,	select	the	Developer	tab	and	you'll	see	a	Code	section	on	the	left	side.	To	create	a	new	macro,	hit	Record	Macro.	In	the	resulting	window,	give	it	a	descriptive	name.	Excel	also	asks	you	for	a	shortcut	key	for	the	macro	here.	Enter	a	key	to	use	with	Ctrl	(you	can	also	hold	Shift	to	add	that	key	into	your	combination)	that	you	can	use	to	activate	it
easily.	Keep	in	mind	that	if	you	override	a	default	keyboard	shortcut	here	(such	as	Ctrl	+	S),	it	will	run	your	macro	instead	of	its	original	function.	Finally,	store	the	macro	in	Personal	Macro	Workbook	if	you	want	to	use	it	across	many	files.	Otherwise,	the	default	This	Workbook	will	only	work	in	the	current	document.	Recording	Your	Macro	After	you
hit	OK	on	the	macro	creation	window,	the	new	macro	will	start	recording.	Every	action	you	take	is	recorded,	so	perform	steps	in	exactly	the	way	you	want	the	macro	to	run.	For	example,	you	could	select	cell	E5,	type	the	word	"example"	into	it,	center	the	contents,	and	then	apply	a	blue	background.	The	complexity	of	macros	is	up	to	your	needs.	Once
you're	done,	hit	the	Stop	recording	button	in	the	Code	section	(the	Record	Macro	button	turns	into	this	while	recording).	Now	you	can	use	the	keyboard	shortcut	you	chose	to	run	the	macro	at	any	time.	To	view	the	macros	you've	created,	click	the	Macros	button	in	the	Code	section.	Select	an	existing	macro	and	you	can	use	Edit	to	change	it,	though
this	requires	editing	the	Visual	Basic	code	underlying	the	macro.	Options	will	let	you	change	the	shortcut	key	for	the	macro.	If	you'd	like,	you	can	add	your	new	macros	to	the	quick	access	toolbar.	In	the	steps	described	earlier,	choose	Macros	from	the	dropdown	box	of	commands.	This	gives	you	another	keyboard	shortcut	to	fire	macros	from.	Endless
Excel	Shortcuts	With	these	two	methods,	you	can	go	far	beyond	the	default	shortcuts	included	with	Microsoft	Excel.	Take	advantage	of	them	to	keep	your	most-used	functions	just	a	few	key	presses	away,	and	you'll	spend	less	time	on	busywork.	For	more	Excel	tips,	we've	also	covered	how	to	copy	and	paste	text	without	formatting.	Page	21	Home
network	issues	are	always	irritating,	but	they're	a	particular	problem	when	you're	working	from	home.	Knowing	how	to	diagnose	common	network	troubles	can	save	you	hours	of	productive	time	when	working	at	your	home	office.	Let's	take	a	look	at	some	general	tips	to	help	you	fix	your	network	issues	when	you	can't	get	online.	Go	through	them	in
order,	as	the	earlier	steps	are	easier	and	more	likely	to	fix	your	issue.	1.	Reboot	All	Affected	Equipment	Whenever	you	have	any	issue	with	your	computer	or	similar	equipment,	rebooting	should	always	be	your	first	step.	Rebooting	resets	all	the	processes	on	your	computer,	allowing	anything	that	was	messed	up	to	start	properly	again.	If	your
computer	suddenly	won't	connect	to	the	internet,	save	anything	you're	doing	and	restart	it.	If	that	fails	to	fix	the	issue,	reboot	your	router	and	modem	next.	On	some	models,	you	can	flip	or	press	a	physical	power	switch	to	turn	off	these	devices.	With	other	units,	you'll	have	to	unplug	them	and	plug	them	back	in	to	perform	a	power	cycle.	Keep	each
device	unplugged	for	at	least	a	minute	to	allow	a	full	discharge	of	power.	Once	everything	reboots,	try	to	connect	again.	If	it	doesn't	work,	move	onto	the	next	step.	2.	Review	Device	Cables	and	Lights	Next,	you	should	make	sure	that	there	are	no	physical	issues	with	your	devices.	If	your	computer	is	connected	to	your	router	via	Ethernet,	confirm	that
the	cable	is	still	connected	properly.	Double-check	the	Ethernet	cable	connecting	your	router	and	modem,	too.	Perhaps	it	fell	and	yanked	out	the	plug.	After	your	modem	and	router	reboot,	take	a	look	at	their	lights	to	make	sure	everything	looks	normal,	too.	This	will	depend	on	your	exact	model,	but	if	there	are	no	lights,	you	might	have	a	dead	piece
of	equipment.	Red	or	abnormally	flashing	lights	can	indicate	that	your	modem	isn't	receiving	a	signal	from	your	ISP.	If	you	use	a	laptop,	make	sure	it	doesn't	have	a	physical	button	that	shuts	off	the	wireless	functionality.	You	might	bump	this	by	accident	and	suddenly	disable	your	wireless	connection.	3.	See	If	It's	a	Website	or	ISP	Problem	Next,	you
should	double-check	to	see	whether	your	issue	lies	with	just	a	single	website.	It	might	also	be	a	problem	with	your	ISP,	meaning	that	you	can't	do	much	other	than	wait	it	out.	To	check	if	your	issue	lies	only	with	one	website,	try	visiting	several	others.	If	you	can't	reach	any	website,	chances	are	that	the	issue	lies	with	your	computer	or	network.	But	if
it's	just	one	website,	it	might	be	experiencing	problems.	Try	down.com	to	see	if	the	site	is	down	for	others,	too.	The	easiest	way	to	see	if	your	ISP	has	a	known	issue	is	by	Googling	on	another	device.	A	search	similar	to	"Comcast	down	Pittsburgh"	will	bring	up	websites	like	Downdetector,	which	collect	reports	of	outages	so	you	can	see	if	other	people
are	having	an	issue.	This	may	also	show	you	the	company's	official	status	page,	which	will	have	info	on	whether	its	services	are	down.	4.	Check	Other	Devices	and	Try	the	Windows	Troubleshooter	Once	you've	confirmed	that	your	network	equipment	is	working	properly,	chances	are	that	only	your	computer	is	having	an	issue.	To	confirm	this,	try	to	get
online	using	your	phone,	tablet,	or	another	computer.	If	this	works,	you	can	troubleshoot	your	computer	specifically.	If	not,	you	have	an	issue	with	your	network	hardware	or	ISP.	Windows	includes	a	built-in	tool	to	detect	and	fix	network	problems.	When	your	computer	is	the	only	device	that	won't	get	online,	it's	worth	trying	this.	To	open	it,	go	to
Settings	>	Update	&	Security	>	Troubleshoot.	On	this	page,	click	the	Additional	troubleshooters	text	to	show	a	menu	with	several	utilities.	Select	Internet	Connections	>	Run	the	troubleshooter	and	Windows	will	look	for	issues.	Hopefully,	it	will	find	and	fix	them,	letting	you	know	what	the	issue	was.	5.	Check	If	Your	Computer	Has	a	Valid	IP	Address
Our	final	troubleshooting	step	before	you	probably	need	to	get	help	from	your	IT	department	is	to	check	if	your	computer	is	receiving	an	IP	address	from	your	router.	This	helps	you	narrow	down	the	problem	further,	after	the	above	steps	already	confirmed	that	the	problem	is	only	on	one	device	and	doesn't	lie	with	a	specific	website	or	your	ISP.	For
this,	you'll	need	to	use	the	text-based	Command	Prompt.	It	might	look	scary,	but	it's	not	difficult	to	run	these	commands.	To	open	a	Command	Prompt	window,	type	cmd	into	the	Start	menu's	search	bar.	Once	there,	type	this	command	and	hit	Enter	to	run	it:	ipconfig	In	the	results,	find	the	connection	type	you	use	(Ethernet	adapter	for	wired
connections	or	Wireless	LAN	adapter	for	Wi-Fi).	If	the	IPv4	address	under	this	connection	begins	with	169,	then	your	computer	is	not	receiving	a	valid	IP	from	your	router.	You	can	possibly	fix	this	by	typing	the	two	following	commands,	one	at	a	time:	ipconfig	/release	ipconfig	/renew	This	makes	your	router	give	your	PC	a	new	IP	address.	If	you	still
can't	get	online	after	this,	try	connecting	your	PC	to	your	modem	directly	with	a	network	cable.	Should	this	work,	you	know	that	your	router	is	not	functioning	correctly.	Get	Your	Home	Office	Back	Online	These	are	standard	troubleshooting	steps	when	you	can't	get	online	at	home.	While	they	won't	fix	every	problem,	they	should	patch	up	a	lot	of
issues	and	save	a	call	to	IT	or	your	ISP	for	help.	And	if	you	do	have	to	call	for	assistance,	you've	saved	time	by	performing	these	steps	before	they	guide	you	through	them.	While	we've	focused	on	downed	network	connections	here,	we've	also	showed	how	to	speed	up	a	slow	home	Wi-Fi	connection.
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